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Abstract
The problem addressed is the strategies network security managers need to protect their networks
from backdoor intrusions. Twelve participants that had experience as network managers or
systems administrators were interviewed using nine open-ended questions. The research
methodology chosen for this study is a qualitative exploratory approach. The findings on this
research resulted in four major themes including human factor, backdoor detection techniques,
defense-in-depth and network monitoring strategies. The three prominent topics found were
involvement of management, effective administrative policies and ethical hacking services. The
analysis based on the responses provided details related to strategies needed to protect networks
from backdoor intrusions relying on the experience of twelve participants. The implications for
practice in the cybersecurity and information assurance field suggests that current backdoor
detection techniques are complex and challenges are still present in order to enhance strategies to
deter backdoor intrusions.

Keywords: backdoor, network defense strategies, network countermeasures
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CHAPTER ONE

Defense-in-depth is an essential principle in the field of information assurance. It is used
as a strategy based on adding layers of security to information systems because no single product
can detect multiple cyberattacks that happen simultaneously (Boggs, Du, & Stolfo, 2014). This
important principle has been widely adopted by the United States Department of Defense and its
information assurance policies. Best practices and product reviews support organizations in
designing their defense-in-depth strategy (Boggs et al., 2014). One of the issues with the
defense-in-depth strategy is when a business transfers large amounts of data, this can result in a
weakness against the fiber route passing the data (Goztepe, Kilic, & Kayaalp, 2014), thus making
the system vulnerable to backdoor intrusions. Choi and Cho (2013) stated that many policies are
needed to detect backdoors. These backdoors are easy to install on network devices and are
subject to exploits contributing to the weakening of the defense-in-depth strategy.

According to Almorsy, Grundy, and Ibrahim (2013), defense-in-depth is a process that
takes a long time to identify threats and is based on adding layers of security to computer
network systems. Information assurance professionals implement security controls as part of a
strategy to ensure the network infrastructure of the organization is protected by adding security
layers to the system. It is unknown if network administrators have the tools to detect stealth
intrusions entering the network systems via unknown network devices. Poonia (2014) stated the
development of information technology has made it possible for cybercrimes to happen. Also, he
declared that information could be obtained from logs, including added backdoors.

The networks and infrastructures framework area relies on the principle of defense-in-
depth, in which many security layers are added in order to protect information and computer

systems. For example, malware can be installed in networks, resulting in systems creating bots



that can open backdoor intrusions to computers (Crossler & Bélanger, 2014). Weak points in
networks can enable backdoor intrusions and compromise the operation of information systems
which can then be exploited by attackers (Fielder & Hankin, 2016). Mansfield-Devine (2016)
argued that defense-in-depth causes challenges by not knowing exactly what is going on in the
networks, resulting in misunderstandings on security devices. Governments, corporations and the
public depend on computer information systems whether the network is used at the workplace, at
home or on mobile devices. Investigating strategies needed to protect networks from backdoor
intrusions can benefit network managers and systems administrators. The disconnection between
assuring and securing information affects strategies used by Information Technology (IT)
departments to defend their computer network needed to support the parent organization.

Topic Overview/Background

Software developers insert backdoors into applications, leaving the application layer of
the open system interconnection model (OSI model) vulnerable to backdoor attacks (Pant &
Khairnar, 2014). Defense-in-depth is an information security practice used by the military for the
purpose of forcing cyber attackers to overcome many obstacles (Cleghorn, 2013). The topic of
interest discussed in this work is the strategies network security managers need to protect their
networks from backdoor intrusions. Backdoor intrusions can be created by a malware that slows
down the daily operation of systems causing damage to devices. This affects the productivity of
business entities, governments and the public in general.

The area of focus for this research was the strategies network security managers need to
protect their networks from backdoor intrusions. The strategies used to protect networks suggests
the possibility that adding too many layers of defense technologies can trigger an increase in the
amount of administrative overhead resulting from a defense-in-depth weakness in network

systems (Cleghorn, 2013). The defense-in-depth architecture must balance security with
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administrative overhead to adequately defend resources at different layers of the open systems
interconnection (OSI) model. This is a concern for many businesses, governments and other
public networks accessing the Internet.

According to Cleghorn (2013), layering multiple technologies that are installed in the
system that have been acquired from different vendors increases administrative overhead and
must be appropriately handled by system administrators. This research was necessary because
there is a gap in knowledge related to what leads ultimately to organizations deciding to put
effective strategies in place to secure their networks. There is a need for better handling of this
growing strategic problem in networks to enhance strategic solutions enabling better protection
against backdoor intrusions for business, government and public use of network information
systems.

Problem Statement

The problem addressed in the study was the strategies network security managers need to
protect their networks from backdoor intrusions. Current detection techniques are designed to
search for vulnerabilities or ways to infiltrate Information Technology (IT) assets, but they still
possess serious issues and challenges due to cyber scanning campaigns that render current
detection techniques impractical (Bou-Harb, Debbabi, & Assi, 2014). The use of millions of
botnets that can access backdoors introduces sophisticated stealth scanning strategies,
representing a disastrous advancement in modern malware (Dainotti, King, Claffy, Papale, &
Pescapé, 2015). This malware evolution degrades the network defense strategies used by IT
departments and negatively affects the business of their parent enterprise.

Purpose Statement
The purpose of this qualitative study was to explore the strategies network security

managers need to protect their networks from backdoor intrusions. According to Awan, Memon,
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Khan, Noonari, Hussain, and Usman (2017), the United States uses a cybersecurity strategy
called Cybersecurity Policy Review where the key area is to defend the network from malicious
cyber actors such as backdoor intrusions. The study provides strategies that IT managers use in
order to explore if the defense-in-depth principle reveals possible weaknesses instead of adding
strength to the system. Hyden, Moskowitz, and Russell (2016) concluded that their strategy is to
manage risk and security of the network through observing information about the network to
estimate its threatened nodes in order to offer real-time risk management suggesting a good
strategy against backdoor intrusions. Parameshwarappa, Chen and Gangopadhyay (2018)
analyzed backdoor intrusion attacks that can adapt to rule-based intrusion detection systems in
order to evade detection; their analysis suggests that network security managers might not have
the correct tools to evade backdoor intrusions.

This study explored gaps that network security managers are not taking into consideration
while protecting their networks from backdoor intrusions. Chen, Liu, Li, Lu, and Song (2017)
stated that backdoor attacks can poison the strategies of adversaries because the goal of the
attacker is to mislead. The research method was of a qualitative nature to provide information on
how IT managers perceive backdoor attacks in their network systems and what countermeasures
they apply to minimize cyber-attacks related to backdoor incidents. The results of this research
can be of use to practitioners as well as future researchers.

Research Question

What are the strategies network security managers need to protect their networks from
backdoor intrusions?

Propositions
The study focused on the strategies network security managers need to protect their

networks from backdoor intrusions. According to Tehranipoor, Salmani, and Zhang (2014), there
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is an essential issue with integrated circuits reported to bypass security that can open a backdoor
available to be exploited by hackers or hacking machines. This allows cyberattacks to take place
through these Trojan circuits that can connect to networks with low controllability and
observability. These backdoor intrusions are also known as unseen scan-based attacks (Ren &
Tavares, 2016). Backdoor intrusions affect the strategies of network managers, especially when
backdoor intrusions are unseen by network administrators. Moustafa and Slay (2015) stated that
numerous studies showed backdoor intrusion datasets do not reflect network traffic attacks,
showing a gap in network intrusion detection systems. Wu, Ganesan, Hu, Wong, Wong, and
Mitra (2016) presented an approach to detect backdoor intrusions during system operations that
network managers might not be aware that is available, because, backdoors can be access in
devices throughout the network especially in IT departments that many businesses depend upon
to perform their daily network operations. This study explored the strategies network security
managers need to protect their networks from backdoor intrusions.

Conceptual Framework

Goodyear, Barela, Jewiss, and Usinger (2014) stated that a robust conceptual framework
is needed in order to guide data collection and analysis. The conceptual framework in this study
holds four defense strategies necessary in the field of information assurance to secure network
systems from backdoor intrusions. The first strategy is to enforce an active information assurance
defense-in-depth approach which balances three critical elements: people, technology, and
operations. Xingguo, Qing, Zheng, and Jiangxing (2016) stated that active defense technologies
work best against backdoor intrusions versus passive defense technology because the active
approach enables detection before the system gets compromised.

The second strategy is to include defense tools & practices to mitigate backdoor

intrusions. Ji-Ho, Han, and Geuk (2016) suggested an intrusion prevention method using log file
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and password to overcome integrity check failed in most intrusion detection system tools.
Parameshwarappa et al., (2018) studied attack strategies against rule-based intrusion detection
system tools to prevent cyberattacks that can be useful for network security managers.

The third strategy is having defense funding and staffing available to enforce information
assurance policies and procedures that can ensure personnel know their roles and responsibilities
and that they are aware of their hardware device vulnerabilities to implement protection of those
devices against backdoor attacks. For example, using a technique called Correlation Policy, Li
and Zhang (2015) came up with an intrusion protection system making up for a firewall, a
honeypot, and an intrusion detection system.

The fourth strategy is the defense culture and awareness strategy that should ensure that
an organization has members with the ability to protect the network from hardware-based attacks
and use countermeasures to defend against such intrusions. Farhaoui (2016) declared that human
mistakes cause internal faults to systems enabling backdoor intrusions. A defense culture concept
must be enforced within all personnel in the organization spreading the idea of defending the
network against backdoor intrusions. The objective of the conceptual framework was to enhance
information assurance strategies for the use of information technology departments.

Assumptions/Biases

Assumptions are thoughts that rely on experience, education, common sense, intuition
and beliefs that are necessary to conduct the research and are foundational givens assumed to be
true (Simon & Goes, 2013; Willis, Jost, & Nilakanta, 2007). The first key assumption in the
knowledge of network defense from the information assurance perspective is that the defense-in-
depth strategy makes the network safer against backdoor intrusions due to various defense
technologies and layers added in the network system that cause the infrastructure to become

redundant. Mavroeidakos, Michalas, and Vergados (2016) proposed a defense-in-depth security

6



architecture dividing the network into defense zones in order to achieve better security controls.
The second fundamental assumption is that information technology administrators are required
to work with network issues when their procedures fail to give expected results in the situation
when they cannot detect stealth backdoor attacks when these hidden backdoor intrusions have
breached their networks. Akhmetov, Lakhno, Boiko and Mishchenko (2017) stated that
incomplete information on designing integrated systems for information protection is a weak
attribute suggesting an IT infrastructure weakness from the start.

The third key assumption is that although network infrastructure is well financed,
backdoor intrusions are still damaging systems and causing monetary losses to small and
medium-sized businesses and government agencies. According to Vasiu and Vasiu (2017)
misappropriation of trade secrets for monetary benefits can result in loss of sales affecting the
enterprise. The fourth key assumption is that information technology employees and staff are
scheduled to conduct network security training. However, some employees still cause breaches
(e.g., hacking, data extrusion and other similar cases). Bucak (2016) confirmed that not taking
the thoughts, behavior, and feelings of employees into account results in negative behavior
affecting information security. Finally, the IT infrastructure weakness is the fifth key assumption
that allows backdoor intrusions to be a problem that affects not only the IT department but its
parent organization. Khan and Hasan (2017) stated that firewall administrators configure the
network perimeters to filter data packets as a security measure for networks.

A key feature of taking a qualitative approach in research is the subjective position of the
researcher based on the topic they select as a key component of the research process guiding the
research from biases that can potentially influence the analysis of data in a study (Goodyear et

al., 2014; Simon & Goes, 2013). The following facts are reasons that could potentially reflect



bias in the study on the part of the researcher: first, the lack of experience working in any
position in the IT department. Positions range from help desk up to Chief Information Officer.
Gilbert (2000) stated that at a minimum, researchers filter what they experience in the research
process through their own biases. Second, the researcher does not have any certifications related
to jobs in the information security field. Certifications can range from CISSP, Security plus to
network security certifications. The researcher lacks other skills such as outstanding computer
programming and high-level mathematics that can affect a complete understanding of how
backdoor code works and how they are built. There are many reasons that a study can yield
compromised results because of the investigator being biased (Willis, Jost, & Nilakanta,

2007). Also, the lack of experience making strategic decisions on enterprise network using
software tools and knowing the relationship between the mission of the network and the business
objective is also a bias that can affect the study. There are concerns in locating and eliminating
possible sources of bias or making the research as much like the real world as possible (Robson,
1993; cited in (Bauer & Gaskell, 2000).

Significance of the Study

There is a need for enhancing network security strategies to benefit network managers
and their IT departments against backdoor intrusions. He (2017) stated that firewall technology is
a strategy that protects the network from backdoor intrusions but it is difficult to provide a
consistent security strategy for the user. Sabillon, Cano, Cavaller, and Serra (2016) confirmed
that backdoor intrusions are capable of disabling firewalls, generating fake traffic and deleting
system files. A Trojan horse allows a backdoor intrusion that can be activated by specific actions
on network systems affecting the strategy network managers used to secure the network from

backdoors.



The study is significant because, for decades, the defense-in-depth strategy has been a
model for many different types of business and government entities, including the public sector
when using cloud services. Yu, Li, Li, Zhao, and Zhao (2017) stated that cloud computing is an
IT paradigm where services are provided to people using internet technologies. Smith and Green
(2017) declared that surveillance backdoors could damage the reputation of standardization of
committees. Network managers can have their reputation affected as a result of surveillance
backdoors including damage to ethics and collateral damage.

This study argues backdoor intrusions continue to occur due to unthoughtful strategies
allowing backdoor intrusions. Akhunzada, Ahmed, Gani, Khan, Imran and Guizani (2015) stated
that backdoor intrusion attacks would lead to illegal access to the network. Having multiple
layers of defense makes hard for network managers to figure out when and where backdoor
intrusions took place for illegal access to occur. Pierson and DeHaan (2015) declared that in
theory doing business on the Internet is cost effective but in practice damage caused by backdoor
intrusions can be very expensive and not easy to manage. The study investigated current network
defense strategies used by managers that may reveal gaps in defensive strategies needed against
backdoor intrusions.

Delimitations

According to Simon and Goes (2013), delimitations are qualities or traits that arise from
boundaries the researcher chooses and places around the study. The study focused on strategies
IT network managers use to defend the systems against backdoor intrusions. The first
delimitation was the time constraint allowing up to an hour for interviews as the period
scheduled set to question each participant. The second delimitation was focusing the study in one

geographical location where participants were investigated.



Limitations

Limitations are inherent characteristics of method and design (Simon & Goes, 2013).
Limitations are aspects of the study that cannot be controlled by the researcher. For instance,
limitation one was to investigate a large sample of network managers. Limitation two was not
having explicit knowledge of how the business objective of each sample could influence the
defense strategies against backdoor intrusions affecting the network systems. Limitation three
was not being aware the budget of each organization under study that could potentially
influenced the defense strategies used by network security managers.

Definition of Terms

The following defined terms may assist the reader to understand important terms used in
the study.

Administrative overhead: Costs not involved in the development of services (Bragg,
2018). “Administrative overhead results in administrators becoming overwhelmed allowing
security responsibilities to slip, opening the door to security threats” (Cleghorn 2013, p.145).

Backdoor: A backdoor is a malicious code located on hardware components inserted by
an insider or third-party internet provider (IP) provider (Sethumadhavan & Waksman, 2015).

Defense-in-depth: Defense-in-depth is a multi-layered security strategy (Orojloo &
Azgomi, 2017).

Identification & Authentication (I & A): Identification and authentication are forms of
recognizing people (Gui, Jin, & Xu, 2014).

Intrusion Detection: Intrusion detection is defined as the process of monitoring events

that occur on computers and networks (Keegan, Ji, Chaudhary, Concolato, Yu, & Jeong, 2016).
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Network-on-Chips (NoCs): An electronic circuit where network traffic in the form of
packets flow and where flood-based, latency inducing or denials of service (DoS) attacks take
place (Boraten & Kodi, 2018).

Remote access Trojan: Remote access Trojans are programs that use backdoors to gain
access to target machines or systems giving the hacker administrative privileges (Hoque,
Bhuyan, Baishya, Bhattacharyya, & Kalita (2014).

Rootkit: A rootkit hides malicious code that can run on compromised machines (Song,
Choi, Kim, Kim, Kim, & Kim, 2016).

Stealth attack: A stealth attack happens when a device masked itself from the network,
also known as deception attack (Trouw, Rangel & Cable, 2018).

General Overview of the Research Design

The research design study selected was the qualitative research methodology approach in
order to explore the experience and views of the research participants (Creswell, 2014). This
methodology was appropriate for the study because it explored the strategies that network
security managers need to protect networks from backdoor intrusions. The research design for
the study followed a series of steps that helped to answer the research question. The first step of
the research design was to select 12 network security managers in order to explore the strategies
needed to protect networks from backdoor intrusions. The instrument in a research study focuses
on the process and events to be studied and involves devices used to observe and record events
(Miles, Huberman & Saldana 2014).

The second step of the research design was to collect the data. In this qualitative study,
the researcher became the instrument and was responsible for collecting the data throughout the
process of conducting interviews from 12 experienced system administrators and network

managers working in IT departments who were responsible for managing and monitoring the
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network infrastructure of their parent organization. The job of the researcher is to explain how
their sample represents the population in the study (Bauer & Gaskell, 2000). Goodyear et al.
(2014) stated that researchers must adapt to local conditions and accommodate the needs of the
management population because most essential insights are generated with direct and open-
ended communication with representatives of the population. The study participants provided
meaningful insight to benefit IT departments and their parent organizations. Participants
provided ideas for a new program component to be developed in the area of information
assurance to mitigate backdoor intrusions that are stealth in nature.

The third step of the research design was to analyze the data. Goodyear et al. (2014)
declared data analysis emerges during the collection process and continues to evolve after the
data has been collected. The interview feedback must be recorded for later use by the researcher
as part of an analytical process that refines and codes the data to facilitate the presentation of the
data analysis in a coherent form. There is a potential for management to influence the data with
their own bias so ensuring professional standards of practice is advised. The data was analyzed
manually, and software analysis was not used.

Summary of Chapter One

Cleghorn (2013) stated that systems using third-party layered technologies cause an
administrative overhead resulting in systems administrators being overwhelmed. This situation
suggests that backdoor intrusion problems have been dismissed exposing a gap in the
information assurance field. For example, extended payload features coming from internet traffic
are difficult to manage (Hamed, Dara, & Kremer, 2018). All network systems face the problem
of backdoor intrusions. Therefore, there is a need to explore the strategies needed to protect the
network from backdoor intrusions. Despite the increasing sophistication of methods for securing

computer networks, backdoor intrusions continue to occur. The purpose of the qualitative study
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was to explore the strategies network security managers need to protect their networks from
backdoor intrusions. Chapter 1 has provided an overview of the study, which has included a
statement of the research problem, the rationale for the study, the guiding research question, the
research design to be used, and possible limitations to the study. The research question was:
What are the strategies network security managers need to protect their networks from backdoor
intrusions?

Chapter 2 presents the literature review providing evidence from previous research that
supports the necessity for this study. The topic of the study was significant because the defense-
in-depth concept is a de facto model and backdoor intrusions are still penetrating network
systems suggesting a severe information assurance gap in defense-in-depth strategies. This study
argues that backdoor intrusions are still happening and is likely to continue to occur because
having many layers of defense causes administrative overhead resulting in backdoor intrusions.
The literature review presents a broader picture from scholarly sources that complement the
problem statement, the purpose statement, and the research question addressing the fact that
network systems still have a problem of being the target of backdoor intrusions. With the help of
systems administrators and network managers, it was possible for the researcher to analyze the
process of applying defense-in-depth strategies for network computer systems in order to clarify
the gap.

The results of this study brought a different point of view leading to a better strategic
defensive posture for future applications. In addition, this research presented evidence that may
impact the cybersecurity and information assurance field. Many organizations can benefit from
the results of this study because network information systems and IT departments are a necessity

for business entities.
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Organization of Dissertation

The dissertation is composed of five main chapters. Chapter 1 introduces the research
problem which is the strategies network security managers need to protect their networks from
backdoor intrusions. The technique of the defense-in-depth approach that has been used for many
years in the government and corporate entities is still allowing backdoor intrusions to occur.
Chapter 2 offers the current evidence related to the topic of defense-in-depth and potential
vulnerabilities related to backdoor intrusions. Chapter 3 describes the methodology used in more
detail to study the problem of the strategies network security managers need to protect their
networks from backdoor intrusions. Chapter 4 presents data findings and analysis derived from
nine interview questions used in the interviews. Chapter 5 contains the interpretations and
conclusions of the investigator based on the analysis in chapter 4 produced through the

methodology described in chapter 3.
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CHAPTER TWO

The purpose of this qualitative study was to explore the strategies network security
managers need to protect their networks from backdoor intrusions. Teo, Toh, and Chung (2015)
recommended a security policy strategy idea installing end-user security software to secure
against backdoor intrusions. There is a model that can check the network system and verify flow
against network security policies in order to enforce those (Akhunzada et al., 2015). Rostami,
Koushanfar, and Karri (2014) asserted that in order to provide a well-founded countermeasure
against backdoor intrusions, a thought out threat model needs to be developed first. (Acquaviva,
Mahon, Einfalt, & LaPorta, 2017) stated that re-installing the operating system will always
return the asset to a non-compromised state, but more advanced malware allows backdoors to
exist and the malware cannot be removed even after the re-install strategy approach has been
utilized.

A network that lacks security strategies while accessing distributed cloud services is
vulnerable to intrusions (Khaldi, Karoui, & Ghezala, 2014). Cyber analysts have the
responsibility to monitor networks and prepare incident reports based on intrusions in order to
quickly detect perceived emerging threats (Buchler, Rajivan, Marusich, Lightner, & Gonzalez,
2018). The defense-in-depth strategy used to protect the computer systems against unauthorized
access needs to be reviewed to determine if intrusions have been met by a countermeasure. It is
important to understand how backdoor intrusions are bypassing the network systems and if
network managers are missing this unauthorized access type in their process of defending the
network.

The argument in this study is that many defense-in-depth layers add more backdoor entry

points allowing for cyber-attacks to compromise the IT department of the organization. Wolff
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(2016) declared that although the intention of the defense-in-depth strategy is to strengthen
security, in some cases it may backfire due to interactions between many layers of defense that
can interfere with each other. The defense-in-depth strategy is a strategic principle based on
adding multiple layers of defense in networks with the intent to make unauthorized access more
difficult. Watkins et al. (2017) declared that a traditionally secured enterprise deals with the issue
of Big Data by using the defense-in-depth strategy. Ignoring an overwhelming amount of data
that Watkins et al. (2017) categorized as non-malicious could be problematic because it may
actually be malicious. Backdoors are malicious code that may be embedded on Big Data, thus
allowing unauthorized access.

Managing information technology departments has different purposes including
improving the technology management that can be used to monitor indicators and take necessary
actions to improve performance (Balaman, Wright, Scott, & Matopoulos, 2018). For instance,
the IT department can follow its network performance to minimize unnecessary costs and to
avoid repeating intrusions. Network management can be improved by using software-defined
networking techniques (Kim & Feamster, 2013). Also, there is software networking solutions to
help IT departments on network management issues.

Responsibility for information technology is shared between information technology
management, business partners and service providers (Wu, Straub, & Liang, 2015). Da Veiga,
and Martins (2017) declared board members should delegate responsibility for implementing the
needs of the information systems and the management sections to show their commitment and
buy-in to the organization. In addition, senior managers have the responsibility to promote a
comprehensive defense-in-depth program into their IT departments to manage the resources and

services of the network infrastructure.
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Another network security strategy to protect networks from backdoor intrusions is the use
of intrusion detection systems. There are numerous network intrusion detection systems (NIDSs)
that can detect wireless backdoor intrusions (Santoro, Escudero-Andreu, Kyriakopoulos,
Aparicio-Navarro, Parish, & Vadursi, 2017). These types of cyber-attacks can affect the wireless
network of the IT department. The literature presents evidence of four defense strategies with the
intent to defend the enterprise network against backdoor intrusions. The four defense strategies
are: (a) defense-in-depth strategy, (b) defense tools & practices strategy, (c) defense funding &
staffing strategy, and (d) defense culture & awareness strategy. These strategies are the backbone
of the conceptual framework for this study described in more detail in this chapter.

Synthesis of the Literature

This chapter is organized into four main parts describing the four strategies network
security managers need to protect their network from backdoor intrusions. Each part contains
between two to six sub-parts explaining in more details the strategies and the relationship with
backdoor intrusions. The objective of these four network defense strategy approaches is to
defend the IT department against backdoor intrusions in the network system of the organization.
Below is a short description of what backdoor intrusions mean.

Alexander (2017) stated that computing devices are becoming targets of backdoor
intrusions (cyber-attacks), and, agencies are becoming dependent on secure network devices.
Inside some network devices, there are integrated circuits vulnerable to malware code and
botnets because the devices are creating backdoors that allow unauthorized access to information
systems. For example, there are hardware devices that are designed to detect backdoors, but at
the same time the hardware device ignores the presence of malicious logic software running
inside the hardware device itself (Guo, Dutta, Mishra, & Jin, 2016); this is a contradiction

causing backdoor intrusions to occur and also becoming an information assurance symptom that
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affects networks. Another example is the Dual EC adopted as part of National Institute of
Standards and Technology NIST SP 800-90A standard that might be intentional allowing
backdoor access (Checkoway et al., 2016). Conventional scanning methods cannot see when this
type of backdoor access has been executed.

According to Geramiparvar and Modiri (2016), cyber-attackers take advantage of four
weaknesses, including design and implementation, innate and structural weaknesses,
configurations, and human-made errors. Haider, Hu, Slay, Turnbull, and Xie (2017) described
through his pre-simulation phase of an intrusion detection system that abnormal traffic can
indeed detect a backdoor intrusion or cyber-attack but backdoor intrusions continue to occur
despite the many layers of defense-in-depth strategies used. These backdoor intrusions suggested
tools used in IT departments may not be adequate to prevent them.

Viruses often create backdoor intrusions that can trigger various effects including the
denial-of-service or (DoS) attack because distributing a computer virus turn devices into zombies
interfering with the normal functionality of computers (Downing, 2013). Dormann (2018) stated
that a remote unauthenticated attacker might be able to trigger a denial-of-service condition on
devices using CISCO products. Denial of service attacks can lead to a considerable amount of
organizational expenses (Liu, Zhang, & Chen, 2014). The security issue for Network-on-Chips
(NoCs) is a growing concern (Boraten & Kodi, 2018). One reason for the concern is because
there are hidden codes implanted on these chips that can remotely trigger flood-based, latency
inducing or denial of service attacks affecting the strategies of network managers to protect
networks from backdoor intrusions. Thus, there may be stealth backdoors that IT tools like
intrusion detection systems (IDS) cannot detect. This type of stealth backdoor attack is a

dangerous gap in networks presenting vulnerability in IT departments.
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Four Strategies to Defend and Secure IT networks from backdoor intrusions

Concerning the idea of a conceptual framework, Too and Weaver (2014) examined
thoughts and concepts that can be used to improve performance and to enhance the value of an
organization. The conceptual framework in this study brings four different types of network
defense approaches that play an essential part of a secure network strategy from backdoor
intrusions. The first approach is called the defense-in-depth strategy used by the organization.
The second approach is called defense tools and best practices that the organization uses to
secure its network. The third approach explored defense funding and staffing, and the last
approach describes how the defense culture and awareness plays a vital role in the defense of
network systems in IT departments.

Chapter 2 is organized into four parts that are related to defense used in systems against
hacking from the IT management point of view. The literature review describes in more detail
the network security strategies designed for IT systems based on four different defense
approaches such as a) defense strategy, b) defense tools & practices, ¢) defense funding &
staffing and, d) defense culture & awareness. Mavroeidakos et al. (2016) stated that the
definition of multilayered security architecture is based on the defense-in- depth strategy. These
approaches have the objective to defend networks against backdoor intrusions in IT departments.
There is a lack of availability of or lack of real dataset to assess facts on intrusion detection
systems (Haider et al., 2017); this lack of availability opens a gap in the information assurance
field. The literature review presents evidence of strategies network security managers need to
protect their networks from backdoor intrusions and describes what backdoor intrusions are.

A Brief History of Information Technology (IT) Network Security
During the mid-1960s the National Security Agency (NSA) was developing methods to

apply cybersecurity techniques to computer network systems as one of many vital functions of
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the industrial military complex infrastructure (Berg, Crawford, & Seymour, 2016). Rao and
Nayak (2014) stated that during the 1960s and 70s telephone networks were a favorite mode of
communication. The use of a modem device able to connect computers over telephone lines was
introduced, and from the beginning, network computing security was weak.

Keegan et al. (2016) declared that at the beginning of the 1970s, system administrators
were manually monitoring the activities of users while working on computer terminals. In 1974,
during the development of the Transmission Routing Protocol, cybersecurity became a priority.
In the 1980s, audit logs were the focus, but the monitoring task and audit log findings were not
fast enough to pinpoint attacks which resulted in computer forensics identifying security
incidents after backdoor intrusions were executed.

In the 1990s network traffic was growing with the introduction of the internet and the
concept of network intrusion detection analysis evolved to diagnose and prevent backdoor
intrusion attacks (Keegan et al., 2016). In the 1990s network connections were growing fast
because in 1969 the Defense Advanced Research Projects Agency (DARPA) started to help
develop Internet protocols known as Transmission Control Protocol /Internet Protocol (TCP/IP)
and this protocol was tested in 1977 eventually leading to the growth of the Internet in 1983
(Fidler & Russell, 2018). In the 2000s real-time solutions emerged involving intrusion detection
monitoring processes being applied to computer networks, combining more sophistication with
the emerging need to define new classifications and frameworks that use two critical thoughts
such as how the system behaves and what detection methods are appropriate (Keegan et al.,
2016).

The origin of cyber-criminals having access to computer systems is due to defects in the

software code itself which allows access to vulnerable points. Usually, for every one thousand
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lines of code, there are roughly forty warnings (Beller, Bholanath, Mcintosh, & Zaidman, 2016).

Sensitive areas in the code are valuable to hackers, and those areas are susceptible to backdoor

intrusions. Cybercriminals can make other attacks such as man-in-the-middle, impersonation,

replay, de-synchronization, location tracking, and eavesdropping in the process of authentication.

Because of such attacks, administrators must monitor the authentication process closer in order

to avoid and defend the IT system against further attacks (Dhal, Basu, & Gupta, 2014).
Defense-in-Depth Strategy

Alexander (2017) declared that business and government entities often use defense-in-
depth information assurance measures to strategically manage and plan IT security risks.
Measures such as intrusion detection systems, passwords and the use of firewalls are some
strategic examples for network security managers to consider. Dai, Xu, Huang, Qin, and Xu
(2017) stated that the traditional Data Center Network (DCN) architecture is not supporting
enough defenses against security attacks on virtualization applications that IT departments use in
their daily operations. This security flaw is present in network systems that enterprises use in
order to conduct their daily business. This defense gap allows backdoor intrusions to occur, thus
weakening the defense strategy of the organization.

Network systems are still experiencing security challenges, and this phenomenon
presents the need for security methods, which require every enterprise to further develop their IT
security management (Wang, Anokhin, & Anderl, 2017). One approach to deterring backdoor
intrusions is to map IT security requirements and assign security measures to vulnerabilities.
This approach can be added as a defense-in-depth strategy for managers to adopt in their IT
departments. However, this method alone may not prevent backdoor intrusions that occur

through stealth backdoor attacks.
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Defense strategies have existing technical challenges that are cost related due to current
algorithms that are difficult to solve. Martin (2017) argues the security of encryption algorithms
and addresses the concept of backdoors in encryption that can be bypassed. The same principle
can be applied to other systems such as information technology networks located in the public,
government and private institutions. This is another technical challenge that causes intrusions to
the network interface of an enterprise because this interface depends on algorithms as part of the
network operation.

Information assurance and the business objective of the enterprise must maintain balance
in order to make sense. According to Ahmad and Maynard (2014), information security and
strategic business management must be aligned to protect the function of the enterprise. Having a
disconnection between cybersecurity and the mission of the business causes security gaps. This
gap results in more expenses but if both concepts remain aligned it allowed the organization to
benefit and have a competitive advantage.

Defense Countermeasures as a Strategy

Bouabdellah, Kaabouch, EI Bouanani, and Ben-Azza (2018) mentioned different
countermeasure techniques to offset backdoor intrusions such as intrusion prevention system
(IPS), routing game, checking the bi-directionality of a link and neighbor authentication. In the
case of an effect caused by backdoor intrusions called Distributed Denial-of-Service (DDoS)
attacks defenders can customize defense countermeasures on their own (Wang, Zheng, Lou, &
Hou, 2015). This ability to personalize countermeasures opens a wide variety of ways to apply
defense mechanisms to network systems in the IT environment. For example, a Denial-of-
Service attack makes it difficult for a user to access their computer or network. According to
Hui, Kim, and Wang (2017), a survey conducted by IT professionals from 38 countries suggests

50% of businesses experience disruptions in their networks are due to Distributed Denial-of-
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Service (DDoS) attacks. Certainly, customized countermeasures need to be implemented to
avoid this type of backdoor intrusion effect.

There is another countermeasure technique called side-channel signal analysis that can
detect backdoor intrusions embedded in integrated circuits built by untrusted foundries
(Tehranipoor et al., 2014). This is an alternative method of responding to cyber-attacks to
mitigate backdoor intrusions in the IT networks. Also, Walters (2014) proposed to use more
cyber tools in order to improve investigatory capabilities. This technique is like an active self-
defense mechanism. Li, Liu and Zhang (2016) categorized recent research advances in the
countermeasure against backdoor intrusions since they can be implanted in security-weak parts
on chips. Malicious code can be implanted in security-weak parts in a circuit inside a chip (Li et
al., 2016). Rostami et al. (2014) stated that in order to provide proper countermeasures against
backdoor intrusions, a well thought out threat model needs to be developed first.

Kotenko and Ulanov (2014) considered an approach to modeling and simulation of
backdoor intrusions to gain insight in order to discover both weak and strong areas for decision-
makers to decide the best course of action to win such digital wars. Computer simulations may
produce ideas that can be used to further countermeasure techniques critical to the defense-in-
depth strategy. Basic ideas were developed dealing with distributed denial of service (DDoS)
attacks that can be applied to real-world situations and gain an advantage against hackers
(Kotenko & Ulanov, 2014). It is possible that such countermeasures could be classified as active
defense strategies and can be used as a last resort to mitigate backdoor intrusion epidemics
(Miles et al., 2014).

Network Perimeter

Cleghorn (2013) expressed that if a hacker is inside the perimeter of the network, it is

possible to penetrate the system and bypass most of the defense layers such as firewalls, the
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demilitarized zone (DMZ), intrusion detection system (IDS) and network address translation
(NAT) layers of security. Of course, each layer provides an obstacle for hackers, but it is easier
to navigate from within networks allowing backdoor intrusions to take place. This penetration
activity revealed that many perimeter defenses were clustered instead of the defense method
being implemented and spread within the interior of the network.

Defending the network perimeter often points to packet-based attacks typically using a
device called a firewall that is designed to stop bad packets. Wang, Kohno, and Blakley (2014)
proposed a novel technique to block certain types of automation attacks on web applications.
Web application firewall (WAF) vendors promote botnets creating an automation problem for
backdoor intrusions to occur. Systems administrators or network security managers may be well-
advised to take advantage of such technology while at the same time remaining aware of firewall
vulnerabilities.

Enclave Boundary

The enclave boundary is a collection of various computer environments that work
together as part of the whole network system control by a single organization or authority. When
system logs are stored outside of the enclave boundary, those logs should not be trusted
(Karande, Bauman, Lin, & Khan, 2017). Protecting the enclave boundary of a network against
intrusions requires tools such as firewalls and guards. Enclave boundary protection is one
element in the defense-in-depth strategy for enterprise network systems.

Host Computers

Host computers could become compromised when backdoor intrusions occur. Bukac, and

Matyas (2014) stated that host-based intrusion detection systems (HIDS) are computer programs

designed to monitor a single host system, thereby providing identification of suspicious network
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traffic or network activity that can be stopped. This intrusion detection technique can filter traffic
attacks, thus minimizing unauthorized access.

Information Assurance Core Principles

Before mentioning the seven core principles of information assurance, the phenomenon
of backdoor intrusions must be addressed. For instance, hardware-based Trojans can interfere
with the availability of the network affecting the confidentiality of its infrastructure (Tehranipoor
et al., 2014). The objective of information assurance is to enforce principles that enable blocking
backdoor intrusion attempts to ensure that digital information that has been sent, in transit and
received is reliable for the use of business. Another important function of the core principles of
information assurance is to manage risk while information is being stored, while in transit, or
being received within the nodes of the secure network. Nugraha, Brown, and Sastrosubroto
(2016) wrote that from the cybersecurity risk point of view, a lack of security operations might
be exploited by hackers while installing malicious code in software and hardware.

The following sections describe seven core principles of information assurance.

Confidentiality. Confidentiality ensures that the disclosure of information is accessible
only by authorized personnel. Yao, Mu, and Yang (2016) stated an encryption method scheme as
a way to ensure message confidentiality. He suggests that network systems administrators or
network security managers need to consider impersonation intrusions because they can be
mistakenly perceived as friendly when these impersonation intrusions are unauthorized users
masquerading themselves as members of a legitimate group. Information assurance focuses on
the confidentiality of network technology when dealing with the absence of unauthorized
disclosure of information (Tehranipoor et al., 2014).

Integrity. Integrity protects network information against destruction or unauthorized

modification. For instance, hardware can measure system integrity focusing on boot-time but
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cannot consider runtime (Wei, Shi, Qin, & Liang, 2015). Assuring accuracy according to some
set specifications is what integrity covers in information assurance. Browsers cannot check
Hyper Text Transfer Protocol Secure (HTTPS) certificates on behalf of the users (Corbetta,
Invernizzi, Kruegel, & Vigna, 2014). Backdoor intrusions can occur when the integrity of web
browsers is not protected, thus allowing cyber-attacks to bypass HTTPS certificates.
Availability. According to Armando, Bezzi, Metoui and Sabetta (2015), the increase in
availability of customer data and transactions helps enterprises to know their market and make
predictions. For example, malicious attacks compromise the availability of devices, and there is
no sound approach designed to detect the availability and vulnerability at the source code level
(Fang, Liu, Zhang, Wang, & Wang, 2015). Availability is an attribute of information assurance
that ensures authorized users can access the network in a timely and reliable manner.
Authentication. Authentication makes sure information has not been changing or been
seen by unauthorized personnel using cloaking techniques. A cryptographic mechanism can be
applied in the media access control address (MAC address) layer to provide authenticity in a
network to protect against intrusions (Lee, Choi, Kim, Shin, & Kim, 2014). Authenticity is an
information assurance property that claims what an entity is and it can be applied to different
scenarios in the network security situation. For instance, in the code level of the network, the
objects are secure without the possibility of an interception from untrusted code to establish that
the code is authentic (Budianto, Jia, Dong, Saxena, & Liang, 2014). However, if there are
interceptions or intrusions in the code object, therefore, authenticity is compromised.
Non-Repudiation. Non-repudiation is a property of data storage required when a data
owner sends a request thru a cloud service provider, and the request is not denied either by

neither the cloud provider nor the data owner. For example, this property is enforced during
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online transactions use, especially when the network is accessing the internet (Krotsiani, &
Spanoudakis, 2014). Distributed Denial-of-Service (DDoS) attacks are the most dangerous
backdoor intrusions category to happen when adding security policies into the net allowing the
IT department to become available for online services (Ahmim & Ghoualmi, 2015). Distributed
Denial-of-Service (DDoS) intrusions cause delays to network operations and functions in the IT
department where the availability of the network is affected. This is an example of adding the
principle of non-repudiation to the IT department and its network information system.

Authorization. Access control systems can identify authorized users to prevent theft.
Illegitimate users can disrupt services and resources allowing backdoor intrusions to occur
(Pandeeswari & Kumar, 2016). Authorized use eliminates the threat of theft in the organization.
Also using safeguard access techniques for expensive services helps decrease the cost to the
enterprise. Safeguard is used somewhat interchangeably with control or countermeasure, all of
which are measures that modify risk.

Privacy. Privacy is related to confidentiality but deserves its right as a principle of
information assurance. According to Shahri, Ismail, and Mohanna (2016), results of a survey
show that unauthorized intrusion of network systems is an organizational threat to hospital
information systems invading the principle of privacy. Organizations must follow laws and
regulations regarding the storing and using of personally identifiable information (PII).

Defense Tools & Practices Strategy

The field of information assurance covers areas such as auditing, computer forensics,
intrusion detection, incident handling, hacker techniques, firewall design, and appropriate
perimeter protection. In addition, Miraglia and Casenove (2016) argued the need for an active

defense method using powerful active tools could be used on network systems to mitigate
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backdoor epidemic intrusions. Examples of these defense tools are antidotes sometimes called
botnets or malware. Another strategic example that systems administrators or network managers
might consider is the use of anti-phishing tools designed to detect phishing attacks because these
attacks cost businesses billions of dollars every year (Purkait, 2015). The following topics are
some examples of strategic defense tools & practice those IT system administrators or network
security managers may use to defend their network systems from backdoor intrusions.
Strategic Use of Many Security Technologies and Network Management Tools

The 11th International Conference on Information Security Practice was hosted in 2015.
This conference provided new information strategic security technologies that can be integrated
with IT systems (Lopez & Wu, 2015). Different security technologies and network operations
management applications are available to IT departments. The network operations management
applications provide tools to handle network systems such as Statistical Analysis System
Information Technology Management (SAS IT Management) solutions, or, Microsoft System
Center Operations Manager 2007. These security mechanisms need to be in place parallel to
policies and procedures as strategic options to defend networks from backdoor intrusions.

Network intrusion detection systems tools. According to Wang, Liu, Pitsilis, and
Zhang (2016), intrusion detection is a very important technique in the defense-in-depth
framework. A typical plan of intrusion detection systems (IDS) is to assemble malware blacklists
of endpoints; however, little is known on how useful these malware blacklists are (Kuhrer,
Rossow, & Holz, 2014). Singaravelan, Arun, Arunshunmugam, Joy, and Murugan (2017)
proposed an internal detection system based on data mining and forensic techniques to detect

backdoor intrusions. Backdoor intrusions still attack network systems even when they are using
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intrusion detection technology. It is possible that there is a gap where backdoor intrusions find
hidden areas in computer systems devices used in IT departments.

Surti and Jinwala (2015) focused on a technique in which the original program code is
compressed, and new random noise is added to monitor data flow currently taking place in
Wireless Sensor Networks (WSNs) applications. This technique is used against compression
attacks and develops an intrusion detection measure which is significant and yet reduces
communication overhead. Such detection occurs in the physical layer due to tampering attempts
directed at the contents of the memory of the node. Comparing current events to detect backdoor
intrusions is another strategic technique even though there are many approaches proposed in
network security (Surti & Jinwala, 2015).

Backdoor intrusions into network systems indicate there is a gap in regards to strategies
used in network security. According to Keegan et al. (2016), the place where machine learning
algorithms (MLAs) and cloud-based network intrusion detection meet there are opportunities to
be found that could enhance the identification of backdoor intrusions. Backdoor intrusions
invade the enterprise system networks in different forms and methods. It is possible for network
systems administrators or network security managers to use intrusion detection systems tools
using the cloud environment. This intrusion detection system uses machine learning algorithms
(MLAS) where there are opportunities to identify threats and mitigate backdoor intrusions
because researchers are beginning to harness this intrusion detection possibility (Keegan et al.,
2016).

Antivirus software as a tool. In summer 2017 a virus allowed a backdoor intrusion
attack estimated at $8 million in Ukraine (Gavrylenko, Babenko, & Ignatova, 2018). Virus

programs have the ability to allow backdoor intrusions to happen affecting network systems.
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Entities involved in electronic business (or e-business) transactions require information
assurance enforcement methods due to real virus threats. There is an issue in preventing viruses
in the business computer systems called immunization cost, which includes the potential loss as a
secondary effect named infection loss. Such damage and loss related to information assurance
are not always evident regarding money quantity (Liu et al., 2014). The strategic use of antivirus
software benefits the network to avoid future losses in its information systems infrastructure.
Some services are for free, and they work well. Also, the antivirus software is not that expensive
to implement in the network, but when the organization is working there should be some time
allotted for the antivirus to run a scan.

Operating system security policy tools. The use of security policy tools is an important
function used by IT managers as a strategic approach against backdoor intrusions. According to
Pappas, Polychronakis, and Keromytis (2014), hardening tools such as Microsoft EMET
(enhance mitigation experience toolkit) do not support recent exploit mitigation technologies
suggesting the high possibility of backdoor intrusions. Han, Cheng, Zhang, and Feng (2015)
proposed a method using several host tools that generate attack graphs to evaluate vulnerability
and to detect privilege escalation intrusions. The tools are MulVAL (Multihost, multistage
Vulnerability Analysis), a logic-based, data-driven enterprise network security analyzer (Jing,
Yong, Divakaran, & Thing, 2017). NETRA (NEtwork TRaffic Analysis) is another tool that can
identify information flow vulnerabilities (Gupta & Muttoo, 2017). Another tool called VulSAN
is used to analyze and compare the quality of protection offered by different MAC systems. The
next tool is called WACCA which systematically analyzes Windows configurations. Finally,
SEAL serves as a logic programming language for the analysis of dynamic access control

systems (Han et al., 2015).
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Since organizations use different modern operating systems, there is heterogeneity of
their respective semantics, and when enforcing stable mandatory access control, it is prone to
error (Amthor, 2015). This suggests more openings for backdoor intrusions to bypass mandatory
access control protocols. All these software devices do not enhance security policy
configurations in operating systems. In this case, backdoor intrusions are still a problem affecting
the network infrastructure.

Snort tool. It is essential to find good and bad connections in the network as a strategy to
deter backdoor intrusions. According to Alnabulsi, Islam, and Mamun (2014), snort tool is a
packet sniffer or network intrusion detector that can monitor network traffic in real time that
supports Transmission Control Protocol (TCP), User Datagram Protocol (UDP), Internet
Protocol (IP) and Internet Control Message Protocol (ICMP) protocols. The bad links are called
intrusions or attacks while the good connections are regular traffic. One concern is whether
backdoor intrusions can be detected in a clear manner or if the snort tool might bypass stealth
intrusions in a repeated fashion.

Network scanning tools. A number of network scanning tools are available that can help
the IT department further defend the system. For example, Dawson, Omar, and Abramson (2015)
stated that Nmap is a useful scanning tool that network administrators cannot afford to ignore
because it can identify firewalls and it is free of charge. Other products besides Nmap are, Amap,
Vmap, Unicornscan, Ttlscan, like-scan and Paketto. Hoque et al. (2014) stated that network
scanning tools offer defense and prevention mechanisms that are available in the public domain.
Organizations should consider using these network scanning tools to reduce cost and increase
network security. The purpose of network scanning tools is to identify active hosts to either

attack or to assess vulnerabilities.
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False alarms. Meng (2013) stated that false alarms detected on intrusion detection
systems (IDS) are problematic because they decrease the effectiveness of current information
and communications technology (ICT). Systems administrators could spend unnecessary time
reading or trying to analyze false alarms causing harm to their parent business affiliate. Also,
false alarms do not help in the detection of hidden attacks such as backdoors. False alarms
burden the system administrator causing a backlog and draining resources that would otherwise
be used to detect and analyze real threats (Meng, 2013).

Guo et al. (2016) mentioned an attack model where a third party rogue agent can access
the hardware description language (HDL) code by inserting malicious programs into critical
registers. Then the backdoor can be triggered, thereby leaking sensitive information or causing a
denial of service attack to specific hardware in the network. Arp, Spreitzenbarth, Hubner,
Gascon, Rieck, and Siemens (2014) proposed a method that detects 94% of malware with few
false alarms for android smartphone systems. Generating false signals in a network help to make
sure the network intrusion detection system works fine. It could be important for IT departments
to apply this method in the cases where the need for smartphones is part of the job description
and where systems administrators can implement the plan (Arp et al., 2014).

Firewall Practice on Networks

Firewall weaknesses. In December 2015 researchers confirmed a backdoor password in
Juniper firewall program code. This vulnerability was implemented in 2008, and no one but the
United States had been able to exploit it (Checkoway et al., 2016). Malignant program codes or
backdoors can be propagated through malicious URLSs using search engines that are
synchronized by hackers, thus allowing another type of backdoor intrusion (Nagaonkar &

Kulkarni, 2016). IT departments must consider whether there is any backdoor defense gap
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related to a lack of intrusion detection for firewall devices that weaken the defense-in-depth
strategy, thus making networks unmanageable. Also, mobile malware allows backdoors to be
opened on devices and the traffic generated on mobile devices can be infected with such
malware (Nagaonkar & Kulkarni, 2016). Using a firewall device is an example of an information
assurance layer to protect against unauthorized access while using the network on the Internet.
Network Operations Best Practices

IT outsourcing practice. IT departments may consider outsourcing parts of the network
infrastructure for cost-effectiveness and network security purposes. Outsourcing is the agreement
between a vendor that provides IT services and the client that need such services (Dhillon, Syed,
& de S&-Soares, 2017). Many models are available for outsourcing security for information
systems. For example, security as a service is available at low cost offering many products
designed to secure networks. IT departments must determine if information technology
outsourcing should be considered a best practice against backdoor intrusions. If security is
provided as a service, then outsourcing security might be a good idea in order to help defend the
IT department against backdoor intrusions.

Risk analysissfmanagement practice. Cavusoglu, Cavusoglu, Son, and Benbasat (2015)
declared that risk is the chance of something happening to an organization affecting its
information security domain. One way to become more effective is to do a risk assessment by
assigning a team to a section of an IT department during a specified period and interviewing its
employees. Use this information to assess risks and inform the managers and supervisors of
predictions and trends of possible future threats. This can support organizational learning

designed to help entities avoid risks in the early stage. There is always a chance that something is
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going to go wrong, but organizations can still mitigate the situation as much as possible to avoid
unnecessary damage and threats to the computer systems of the organization.

Defense Funding (Cost) & Staffing Strategy
Defense Funding Allocated for the Information Technology Department

Lam (2016) argued about concerns on investing in security software such as Kaspersky
and Symantec companies because hackers often use exploits for unknown vulnerabilities. More
than 75% of websites Symantec scanned have unpatched vulnerabilities in 2015 allowing many
backdoor intrusions. Information security professionals are not necessarily in charge of the
amount of funding allocated to their departments. For information technology outsourcing there
is evidence that suggests that cost escalation is common (Bahli & Rivard, 2013). Funding
assigned to the IT determined what key types of security decisions are used to avoiding repeating
intrusions. For instance, one factor to be considered has to do with what type of hardware an
organization could purchase where would not be easy to inject backdoor code. Also, departments
would be well-advised to consider whether there is a correlation between defense funding,
staffing issues, and backdoor intrusions into the network environment of an organization.

IT departments want to protect network information with its business parent entity with
low-cost cybersecurity protection. Cherdantseva (2016) proposed a cost-effective information
assurance program by combining the correct security countermeasures with the objectives of the
information technology business parent. One way to ensure the efficiency and cost-effectiveness
of an information assurance & security strategy is by selecting the correct security
countermeasures achieving security goals specific to the organization (Cherdantseva, 2016).

Figure 1 represents an entity securing its network based on a low cost information

assurance program.
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Figure 1. Cost-effective Information Assurance Program.
Possible Lower Cost Solutions for Information Technology (IT) Departments

Network outsource funding options. IT departments in hospitals that do not engage too
much in outsourcing show considerable productivity gains (Lee, 2017). Outsourcing methods do
not work for all IT departments. For example, using malicious cloud servers to retrieve private
information may provide fraudulent answers (Zhang & Safavi-Naini, 2014). This is a type of
backdoor intrusion for those IT departments that outsource cloud services for their business. This
kind of unwanted hacking comes from outside networks when the internal system is retrieving
private information. Taneja, Singh, and Arora (2017) stated that most IT organizations are losing
control of their technology due to Cloud computing being considered a method of outsourcing
and causing new cybersecurity trends to emerge.

Public domain network scanning tools. Scanning network products such as Nmap,
Amap, Vmap, Unicornscan, Ttlscan, like-scan and Paketto are available online and free to use.
Hoque et al. (2014) stated that network scanning tools are defense and prevention mechanisms
that are available in the public domain. Organizations should consider using these network

scanning tools to reduce cost and increase network security.
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Cost of Staffing and Devices

Cost of staffing. Balancing backdoor intrusion threats with the objectives of the
organization related to cost control must achieve a ratio of cost-benefit that tips the scale in favor
of being cost-effective. According to Langer, Konig, and Fitili (2018), reactions toward novel
technologies could detrimentally affect applicants. A continuous review of network security
processes and the cost of staffing could reduce costs by increasing technology support. Lowering
the network cost benefits the enterprise in achieving a cost balance between staffing and network
infrastructure. Also, there is a possibility that the organization has the challenge of having
untrained personnel. Outsourcing might allow the IT staff to have proper training while third-
party contractors take care of migration issues.

Cost of devices. The IT staff can easily be blamed for allowing unreliable hardware
devices that enable backdoor intrusions to have access to the enterprise network. Tang,
Sethumadhavan, and Stolfo (2014) proposed that hardware-supported low-level features are able
to detect malware exploitation and zero days using unsupervised machine learning. This idea
assists IT managers and administrators making them comfortable deterring backdoor intrusions.
Machine learning techniques could learn possible hidden structures because these hidden-
structures inject backdoors into the network (Tang et al., 2014). Backdoor attacks are stealth in
nature, and machine learning could help mitigate the problem by helping to secure the system.

Defense Culture & Awareness Strategy
Importance of Ethics

Goolsby (2005) offers four guidelines for evaluation due to system defense funding has

its ethical problems. First, the enterprise must support an ethical environment. Second, the

people must have a need to understand the code of ethics and the reasons behind that code.
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Third, the funding problem affects human conduct when dealing with unintended consequences
and negative impacts to the organization. Finally, the implications to network security when
personnel are working in a regulated environment can affect the intrusion issue present in
network environments.

The process of managing information systems involves significant challenges including
ethics and security (Laudon & Laudon, 2016). This process includes information system literacy
for managers that can be embedded in the culture of the information systems departments.
Ethical culture may enhance strategies with the intent of mitigating backdoor intrusions. Rocha
Flores, Holm, Nohlberg, and Ekstedt (2015) concluded that if national culture contributes to
resisting phishing intrusions employees will have the power to resist them.

Shared Culture Values

Glue the culture of insider members with technology. Insider members of any
organization could potentially influence how effective the enforcement of information security
is. Differences are identified between two different groups such as the insiders of the corporation
and the experts (Posey, Roberts, Lowry, & Hightower, 2014). Members of an organization are a
potent part of the entity in terms of educating them to protect the assets of the organization
against cybercrimes and other criminal activities affecting computer systems and networks.
Insider members can be a valuable asset if they are trained well and selected well in the
recruiting process.

The combination of technology and corporate culture mentality contribute to the
involvement in fighting network cyber-attacks adding network countermeasure against backdoor
intrusions. Zhu (2015) stated the organizational culture plays an important factor in technology

innovation and it is critical for end-users that are performing the work. Developing a corporate
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culture against backdoor intrusions is an essential component in the defense-in-depth strategy for
network security. Combining the performance of employees with a culture that teaches them to
report intrusions can benefit the overall network operations of the organization.
Information Technology (IT) Best Practices

To share or not to share, that is the question. Best practices result from experiences
and errors made by the organization that cost money. One effective management practice is to
compare a cost-effective analysis between IT investments and outcomes at the outsourcing firm
level (Lee, 2017). Suuronen and Bergenwall (2016) offered ideas that network security managers
can use such as changing firewall filtering rules and updating the anti-virus software useful for
network security strategies. Another best practice to consider is to keep root access to the
network system to a minimum and only allow personnel with a need to know direct access. Such
best practices should be shared with businesses for the enhancement of their IT department
operations. Intrusions are reduced if access to the root directory is controlled. There are still
difficulties in sharing data between enterprises since each one has their own autonomous
network.
Sharing Intrusion Response System Techniques

The use of network defense countermeasures. An intrusion response system (IRS) is
used to select countermeasures in handling intrusion alerts (GhasemiGol, Takabi, & Ghaemi-
Bafghi, 2016). Hong, Xu, Wang, and Gu (2015) mentioned two types of countermeasures, static
and dynamic, where the static countermeasures depend on the manual configuration in the
network, and the dynamic countermeasures use an authentication method to add cryptographic
public-key infrastructure mechanisms. To reinforce these countermeasures, the IT department

can mitigate intrusions and reduce their impact by implementing a configuration strategy.
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Information Security Awareness

Education to fight against backdoor intrusions. Information technology benefits
organizations using information security protocols with the implementation of awareness
programs that can reinforce protection against backdoor intrusions. Al Awawdeh and Tubaishat
(2014) stated that having employees who are educated and trained plays a critical role in the IT
work environment to minimize threats and misuse of the assets of the organization. An essential
part of a network is the people who participate in the daily operations of the enterprise. For
example, a study in Japan concluded that various training programs have become accessible
since 2013 resulting in a significant increase in the skill level of IT and security professionals
(Beuran, Chinen, Tan, & Shinoda, 2016). This case study serves as an example for US-based IT
departments to adopt the strategy of training employees for them to adapt and to reinforce the
defense-in-depth strategy and decrease backdoor intrusions into the network assets. Well trained
personnel can make a difference in deterring backdoor intrusions and support the information
assurance program of the IT department.

Webb, Ahmad, Maynard, and Shanks (2014) mentioned a model idea that could be
applied to assure situational awareness (SA) in information security risk management (ISRM).
Webb et al. (2014) supported the idea that it is essential to make a distinction between the term
situational awareness and the method used to accomplish such a state of situational awareness.
One way to enforce situational awareness is through training classes. These should be given
every 90 days or when the opportunity presents itself without affecting productivity. Even
supervisors can implement situational knowledge by talking to their employees briefly during the
work day to enforce security. The method of delivering situational awareness as a training class

might be an easy way to implement situational knowledge in a very well-organized way.
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Human Behavior

Test human behavior before, during and after hiring. Understanding the behavioral
aspects of human and technology interaction is an essential factor for the practice and study of
information systems within the information assurance field (Saunders et al., 2017). IT managers
have to deal with employee behavioral education issues to complement the training given to
employees with the fight against backdoor intrusions to protect the network enterprise. Human
behavior can be tested during the hiring process of the organization to minimize internal
damages that can cause adverse intrusions into the network. This topic impacts the IT department
infrastructure by promoting knowledge in favor of security and privacy issues. Human behavior
can offer benefits to the information assurance program.

Public, corporate and government entities have the primary responsibility to conserve the
confidentiality, integrity, and availability of their digital information means (Webb et al., 2014).
Such liability must be shared with everybody within the organization from the highest executive
to the lowest paid employee. Everyone needs to make a contribution related to information
assurance enforcement to protect the availability, integrity, and confidentiality of the information
systems. Protecting computer systems is something everyone needs to take into consideration.

The computer abuse behavior conducted by employees in the workplace either in the
government or the business enterprise should be labeled as a crime related to computer use (Guo
2013). The enterprise should consider monitoring their employees, especially those subjects who
become disgruntled because they can cause damage to computer information systems by
inputting viruses or malware. Periodic checks are necessary to avoid employees misusing their
workstations. One way to avoid computer abuse behavior is to keep employees busy doing their

job with the help of supervisors monitoring them.
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Ngogo and Flowerday (2015) proposed a behavior profiling framework derived from
quantifiable constructs based on mobile user information. The structure can map the level of
security awareness that the subjects portrayed. The frame is based on three models called
awareness map, theory of planned behavior, and two-factor taxonomy of end-user security
behaviors. The methods can measure information security awareness levels based on the needs of
the organization.

Lowry, Posey, Bennett, and Roberts (2015) stated that reactive computer abuse
encourages behavior originating from the employee security threat point of view despite the
many resources spent by organizations to deliver security programs and activities. For example,
employees that are offended while doing their job are most likely to react in a negative way by
misusing information systems in their workplace. Organizations might spend lots of money to
protect their systems against abuse, but at the same time, they are not aware of the behavior of
the employees causing damage at work due to adverse behavioral patterns.

Information Assurance and Enterprise Information Systems Awareness

Information assurance is part of the cybersecurity and information security field used to
shield the computer systems of an organization (Von Solms, & Van Niekerk, 2013). Information
assurance offers many layers of security depending on the area where vulnerabilities must be
protected. For example, regarding physical security, a layer of protection could be the use of
electronic card access that can be used to enter the building. Another function of information
assurance is to catch cybercriminals.

According to Hink and Goseva-Popstojanova (2016), awareness-training educates
employees regarding concepts such as cybersecurity threats and operational management

controls that can protect enterprise systems (ES) resources. Unfortunately, there are many
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websites that store passwords in plaintext (Bauman, Lu, & Lin, 2015). This issue can cause
backdoor intrusions for many users. The information technology department is an entity that
needs to be aware of enforcing information assurance principles to its people, operations, and
technology to deliver secure network implementations to the information infrastructure of the
enterprise. Information assurance depends on people, operations, and technology to meet the
objective and business requirements of the industry.

People. Corbetta et al. (2014) proposed a game that can help people not to get scammed.
Training sessions help educate people, so backdoor intrusions are stopped as much as possible to
protect network systems. Also, information technology offers services to multiple people
depending on the size of the organization, and each organization has its peculiar way to provide
this service. White, Ekin, and Visinescu (2017) concluded that education and training to
personnel increase the awareness employees and elevate the recognition of security incidents.
Organizations can use this to protect the network against backdoor intrusions. Even employees
that do not need to access the network root must be aware of limiting themselves to their duty
descriptions and not cross lines to gain unauthorized access to other areas.

Operations. Privacy and security constructs must be part of the daily activities of the
information technology department. Bansal (2017) argued that information assurance ties the
following two constructs: privacy concerns and security concerns that elevate such constructs
into a higher order. Part of the operations portion of the IT department is the integration of
functional systems such as operations, finance, and accounting, also known as enterprise
information systems (EIS) (Sun, Strang, & Firmin, 2017). Integrating new emergent technologies
to support information assurance operations in the IT department allows the continuity of

business of the parent organization.
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Technology. Technology focuses on four defense-in-depth strategy areas such as
network defense, enclave boundary, computing environment defense and the defense of
infrastructures that support the overall network of the information technology department.
Alsaleh and Al-Shaer (2016) declared that active cyber defense strategies could automatically
reconfigure networks and hosts to mitigate potential intrusions. Active cyber defense can be used
to defend against sophisticated attacks. Some organizations have employees working from home,
and this situation poses a backdoor threat that can cause backdoor intrusions into the network.

The backdoor intrusion issue is created when technology network devices are built with
the intent to access a device. Enabling backdoor remote access at the design stage impacts IT
departments and their parent business organization. A way to alleviate this backdoor intrusion
scenario is not to allow the attacker physical access to the machine (Fattori, Lanzi, Balzarotti, &
Kirda, 2015). On the other hand, a powerful cyber intrusion can be operated within the kernel-
level privilege of the operating system in virtual environments. Technology is capable of fixing
backdoor intrusions against network infrastructure, but careful attention must be paid at the third
party level of device creation.

Conceptual Framework

Goodyear et al. (2014) stated that a robust conceptual framework is needed in order to
guide data collection and analysis. The conceptual framework in this study holds four defense
strategies necessary in the field of information assurance to secure network systems from
backdoor intrusions. The first strategy is to enforce an active information assurance defense-in-
depth approach which balances three critical elements: people, technology, and operations.

Xingguo et al. (2016) stated that active defense technologies work best against backdoor
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intrusions versus passive defense technology because the active approach enables detection
before the system gets compromised.

The second strategy is to include defense tools & practices to mitigate backdoor
intrusions. Ji-Ho et al. (2016) recommended an intrusion prevention strategy using log file and
password to overcome integrity check failed in most IDS tools. Parameshwarappa et al. (2018)
studied attack strategies against rule-based intrusion detection system tools to prevent
cyberattacks that can be useful for network security managers.

The third strategy is having defense funding and staffing available to enforce information
assurance policies and procedures that can ensure personnel know their roles and responsibilities
and that they are aware of their hardware device vulnerabilities to implement protection of those
devices against backdoor attacks. Li and Zhang (2015) came up with an intrusion protection
system making up for a firewall, a honeypot and an intrusion detection system based on a
technique called correlation policy.

The fourth strategy is the defense culture and awareness strategy that should ensure that
an organization has members with the ability to protect the network from hardware-based attacks
and use countermeasures to defend against such intrusions. Farhaoui (2016) stated that human
errors are the cause of internal faults into systems enabling backdoor intrusions. A defense
culture concept must be enforced within all personnel in the information technology department
spreading the idea of defending the network against backdoor intrusions. The objective of the
conceptual framework was to enhance information assurance strategies for the use of information
technology departments.

Figure 2 represents the conceptual framework and the research question of this study

based on four strategic approaches designed to secure network systems against backdoor
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intrusions. The defense-in-depth strategy is the core principle operating under the conceptual
framework. The research question is what are the strategies network security managers need to

protect their networks from backdoor intrusions?

Defense-in-
depth
Strategy

Defense Tools
& Practices
Strategy

Defense

Funding Defense
& Culture &

Staffing Awareness

Strategy Strategy

Relationships within strategies network security managers need to protect networks from backdoor intrusions

Figure 2. Conceptual Framework.
Summary of Literature Review

Chapter 2 reviewed literature related to four defense strategies needed to secure networks
from backdoor intrusions. Orojloo and Azgomi (2017) defined defense-in-depth as a multiple
layer security strategy. These four defense-in-depth approaches are the defense strategy, the
defense tools & practices, the defense funding & staffing and the defense culture, and awareness
strategies. The first approach describes what the network defense strategy used by the
organization is. The second approach informs defense tools and best practices that the
information technology department uses in its organization. The third approach of the conceptual
framework is defense funding and staffing and the final approach addresses the defense culture

and awareness of the IT department.

45



This study explored the strategies network security managers need to protect their
networks from backdoor intrusions. Guo et al. (2016) stated that third party system-on-chip
(SoC) platforms concentrate their intellectual property (IP) on functionality rather than
trustworthiness opening access to modify the functionality. This open access leads to backdoor
intrusions that are undetectable since third-party hardware focuses on intellectual property
functionality rather than its trustworthiness. Therefore, integrated circuits located in network
devices enable backdoor intrusions. This type of hardware-based cyber-attacks causes adverse
ripple effects on information technology networks allowing backdoor intrusions. These computer
hacks can be remotely triggered using programming codes that connect to the code embedded
into the electronic circuits. This unchecked integrated circuit building process shows a
contradiction or gap that affects network systems for future backdoor intrusions to occur.

Chapter 3 describes the methodology and design used in the study which is of qualitative
nature and explores strategies systems administrators or network security managers need to
protect their network systems against backdoor intrusions. For this qualitative study, the
researcher was the key instrument to collect the data (Creswell & Poth, 2007). The data was
collected through interviews. The methodology supported the investigation of how experienced
IT system administrators or network security managers were protecting their organization

network and if their defense methods were preventing backdoor intrusions.
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CHAPTER THREE

The purpose of the qualitative study was to explore the strategies network security
managers need to protect their networks from backdoor intrusions. Adding many types of
security technologies to network systems not designed to work with the specific needs of the
organization might add more problems than solutions to the network environment (Cleghorn,
2013). Rocha Flores et al. (2015) declared that another layer of defense would hopefully prevent
a full breach, but Boggs et al. (2014) argued that few attacks could bypass the current defense-in-
depth deployments because they are redundant. The network has devices that allow several
malicious codes or enables backdoor intrusions on devices that are increasingly available on the
internet (Lee et al., 2014). For instance, kernel rootkits hide malicious processes and thus
backdoors can evade detection (Chen, Desmet, & Huygens, 2014). Adding many layers of
defense into computer networks increases backdoor access, and this defense method might add
vulnerabilities in the network infrastructure of information technology departments. It is not
clear if systems administrators are aware that the defense concept applied to network systems is
adding backdoor access for hackers and hacking machines to force backdoor intrusions into
computer systems of the organization.

Chapter 3 identifies the research methodology employed to discuss the critical elements
of an effective strategy for protecting network systems from backdoor intrusions. This chapter
included (a) research tradition, (b) the research question, (c) research design, (d) population and
sample (e) sampling procedure, (f) instrumentation, (g) validity, (h) reliability, (i) data collection,
(j) data analysis, (k) ethical considerations, and (I) chapter 3 summary. Each section addressed

the means in which the central research question was examined.
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Research Tradition

In the late 1960s and early 1970s, qualitative inquiry was a new concept of evaluation
with the intent of gathering and reporting data and developing the field of education (Goodyear
et al., 2014). Since then, qualitative research has evolved. For example, management add
benefits in research because they can refine research goals. Research goals can provide focus in
the study to assist the researcher. The methods of qualitative research can evaluate information,
generate new data, and it is insight-driven, providing more in-depth information on unexplored
topics (Nunnally & Farkas (2016). Joyner, Rouse, and Glatthorn (2013) emphasized that the
qualitative methodology is used in research to view the perception of individuals based on their
experience. The study interviewed 12 participants that had experience in information technology
managing or systems administration and how they mitigated backdoor intrusions.

A research design is used to make an inquiry within a chosen methodology whether
qualitative, quantitative or mixed methods (Creswell, 2014). The qualitative methodology chosen
for this study followed an exploratory direction and design. Exploratory studies can help clients
understand how an innovative program works (Goodyear et al., 2014). This qualitative inquiry
design explored backdoor intrusions with the intent to make a contribution to knowledge to
strategies used in the field of cybersecurity and information assurance.

Mollick (2014) declared an exploratory study design follows a tradition of understanding
first steps into a new phenomenon with the objective of developing initial evidence. The
exploratory qualitative approach was appropriate for the study because it investigated the
strategies network security managers need to protect their networks from backdoor intrusions in
IT departments at the system administrator level, and if systems managers are mitigating
backdoor intrusions. For example, backdoor intrusions can access the rights of the system

administrators in the network, and a failure sequence can be initiated to start power outages on
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electrical network systems (Goh, yi Sim, Mohamed, Mohamed, Ling, Chua, & Goh, 2017).
Krombholz, Mayer, Schmiedecker, and Weippl (2017) suggested that a security deployment
process is far too complex for experienced security auditors and that server configuration should
have a stronger security protocol by default.

There were three design options considered during the development of this study:
ethnography, phenomenology and case study. The ethnography design was not considered for the
study because it is designed to inform future theory-driven evaluations to broaden its appeal,
making the results of the research more relevant to management (Goodyear et al., 2014). Miles et
al. (2014) expressed that the phenomenological design tends to look at data thematically to
capture essential meanings of the participants, lending themselves to multiple interpretations, and
this is the reason this design was not considered for the study. The case study design did not
meet the criteria used in the research because it is not of a pre-experimental design nature nor
does it depend on analogical reasoning (Willis, Jost, & Nilakanta, 2007). The quantitative
methodology approach was not used for the study because Alexander (2017) conducted a
quantitative study in information assurance defense-in-depth measures and recommended
additional exploratory models to improve IT security.

Research Question

The central question of the study is what are the strategies network security managers

need to protect their networks from backdoor intrusions?

Research Design

Lang and Howell (2017) stated research design involves a process of understanding the
problem before coming up with a solution. The research design for the study was composed of a
series of steps to acquire information derived from the research question. These steps were:

population and sample, sampling procedure, instrumentation, validity, reliability, data collection,
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data analysis, and ethical considerations. Following the study design helped to explore and
discover information based on data obtained as a result of interviews with experienced IT
systems administrators and network security managers designed to address the central research
question. The research design chosen is described in the following sections.

Population and Sample

The target population in the study consisted of experienced network security managers or
systems administrators involved in both Volusia and Orange counties from the state of Florida.
Both counties included the cities of Deltona, Daytona Beach, Ormond Beach, Orlando and
Apopka to name a few. The estimated size of the target population is about 2,970 network and
computer systems administrators (Bureau of Labor Statistics, 2018). The population chosen for
the study was appropriate because experienced IT system administrators and network managers
are responsible for implementing security protocols in their IT departments in an effort to protect
their proprietary data and personal information while also protecting the confidentiality,
integrity, and availability of their computer systems against backdoor intrusions.

Nunnally and Farkas (2016) made it clear that qualitative methods are suitable for small
sample sizes, especially when the researcher can travel to meet with participants in their
environment. A sample is one of many possible ways to gather information that can be used by
researchers for further studies (Goodyear et al., 2014). The sample size for the study consisted of
12 experienced IT system administrators or network security managers involved in detecting
cyber-attacks and mitigating backdoor intrusions. In 2009 and 2016, the National Institute of
Standards and Technology (NIST) conducted studies on topics related to network security where

similar sample sizes were used (DePoy & Gitlin, 2016; Paulsen & Toth, 2016).
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Sampling Procedure

A sampling procedure is a step that determines, describes and selects the characteristics
of the participants (Grossoehme, 2014). For this qualitative exploratory study, purposeful
sampling was used as the sampling procedure. Purposeful sampling allows for research
participants to be carefully selected and gathers an in-depth understanding of information-rich
cases and yield critical and timely insights (Goodyear et al., 2014). The purposeful sampling
procedure was appropriate because it can help one better understand strategies experienced
network managers used against backdoor intrusions (Creswell, 2014).

Before the participants were selected, a discussion of the letter of permission was
presented to obtain approval and authorization from participating sites because the research
needed to be approached with care (See Appendix C; Creswell, 2014). The letter of permission
explained that the data collection, observations and recorded notes would remain the property of
the researcher, and they are anonymous and strictly confidential (Creswell, 2014). The
participants were given a reserved right to withdraw from the study at any time if circumstances
were to change without the participants having any negative repercussions (Goodyear et al.,
2014).

After the proposal and Institutional Review Board (IRB) were approved, an informed
consent form was delivered to candidate participants, and they were contacted by phone or email
to request their participation in the study. The contact information was obtained from public
information at the Volusia and Orange counties and the Bureau of Labor Statistics websites. The
appropriate selection criteria of the participants were based on the knowledge participants have
in managing networks and their experience with strategies to secure networks from backdoor
intrusions (Goodyear et al., 2014; Palys, 2008). Network managers and systems administrators

were expected to have experience applying strategies to protect network systems from backdoor
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intrusions. Network managers were contacted to request permission to participate in the study.
Then, an informed consent form (See Appendix A) was sent to each participant. Once the
informed consent was properly signed, the interview dates, times and locations with each study
participant were scheduled following Institutional Review Board guidance (Longhofer, Floersch
& Hoy, 2012).

Instrumentation

Miles et al. (2014) mentioned good qualities of a professional qualitative researcher-as-
instrument such as familiarity with the setting and phenomenon, being comfortable with
participants, and meticulous attention to detail. The researcher chose the exploratory qualitative
method which affects how data is collected (Myers & Avison, 2002). In this qualitative study,
the instrument responsible for collecting reliable data was the researcher (Knowles & Cole,
2008). Miles et al. (2014) announced that instrumentation includes a set of procedures with the
purpose of collecting data and these procedures generate observations and record events.
Goodyear et al. (2014) stated that researchers must adapt to local conditions in order to
accommodate the needs of the management population. Most essential insights are generated
with direct and open-ended semi-structured interview questions. Permission was not needed for
this qualitative study in order to reuse or modify a pre-existing instrument because the researcher
was the critical instrument to collect the data and the interview questions were written by the
researcher (Creswell & Poth, 2007).

The investigator coordinated appointments and arrangements were made to schedule and
review the consent form after participants were interested in being part of the study to answer the
interview questions (Longhofer et al., 2012). Interviews lasted 20 to 40 minutes per participant
based on the answers given from the interview questions (see Appendix B). Audio notes were

recorded and transcribed using semi-structured questions that became the instrumentation
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methods to collect valid and reliable data (Miles et al., 2014). The open-ended interview
questions were designed to generate in-depth responses on the strategies that experienced
network security managers use to protect networks from backdoor intrusions (Goodyear et al.,
2014). The questions determined what the findings were, and based on the findings probing
questions followed to find more details related to backdoor intrusions (Myers & Avison, 2002).
Interviews took place at a date, place and time convenient for each participant.

Creswell (2014) stated that observations could be captured via handwritten notes and
digital audio, combined with visual observations to record any speculation, feelings, ideas and
other impressions. Labeling helps name categories with terms based on the actual language of
the participant (Creswell, 2014). The researcher provided participants with the assurance that the
organization will not be harmed by participating in the study (Myers & Avison, 2002).

Validity

Validity is when the results of the study reflect with precision what it is supposed to
reflect, indicating the data is well grounded (Schwandt, 2015). Validity is important because it
allows the reader to believe the results of the study are real (Willis, Jost, & Nilakanta, 2007).
Lang and Howell (2017) compared validity as making trustworthy decisions based on the results
of the study. Bauer and Gaskell (2000) argued that the validity of the data could be enhanced by
making sure interviewees see the data in order to consent to, reject or correct the data to ensure
the data is accurate.

Schwandt (2015) stated that Lincoln and Guba (1985; 1989) developed four criteria for
judging the quality of a qualitative inquiry. First, credibility (internal validity) provides assurance
between the views of the respondent and the inquirer. Credibility is important because it is vital
to establish trust to the reader by describing some detail on how to report the results of the work

(Myers & Avison, 2002). Second, transferability (external validity) is the responsibility of the
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inquirer to make enough information available for the reader to transfer and use. Transferability
is essential because it provides to other researchers a robust framework for comparison
(Creswell, 2014). Third, dependability (reliability) focus that the study is logical, documented
and traceable. Dependability measures to certain extent aspects of the quality of the interviews
(Bauer & Gaskell, 2000). Fourth, confirmability (objectivity) is concerned with the factual
interpretation of data and not a fantasy of the inquirer. Confirmability is important because it has
the ability to reach consensus within the specialized community through reason (Schwandt,
2015).
Reliability

According to Schwandt (2015), reliability relates to the ability to generate and interpret
data through careful documentation. Reliability is a traditional criterion that, to a certain extent,
measures aspects of the quality of the interviews (Bauer & Gaskell, 2000). Reliability makes the
study capable of being replicated, at least in principle, by another inquirer (Schwandt, 2015).
Reliability is enhanced when the approach used by the researcher is consistent (Creswell, 2014).
The reliability of interviews can be enhanced by a detailed analysis of the interview questions
(Bauer & Gaskell, 2000). Member checking occurs when the participants are asked to provide
their judgment and their major findings to the researcher (Miles et al., 2014). After reviewing the
interview data, some adjustments may be necessary during the evaluation process (Goodyear et
al., 2014).

The use of the triangulation method occurs when the research findings are corroborated
and become similar based on different studies to establish credibility (Goodyear et al., 2014).
The investigator did not use the triangulation method on this study because the analysis of the

research question was not done from multiple perspectives; the analysis of the research question
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was done only by the investigator without involving other colleagues within the field of
information assurance.

Data Collection

Data collection is an essential research tool that opens up a view of key components of
the role of the theory that has been investigated (Longhofer et al., 2012). The data was captured
through the process of open-ended interview questions with participants working as managers
from different information technology departments covering Volusia and Orange counties of
Florida. The interviews were based on open-ended questions (Myers & Avison, 2002). The data
collection method was conducted through face to face interviews that lasted less than an hour.
The research question generated specific data to be collected for the investigation through related
interview questions (Myers & Avison, 2002). Information such as the source of data and method
of capture is gathered during the data collection process (Southekal, 2017). Advanced planning
took the place of what data needed to be collected in the process of producing evidence in order
to collect the right data in the right way (Lang & Howell, 2017).

The researcher was the main instrument in the data collection process (Creswell, 2014).
Gilbert (2000) stated that data collection highly depends on the personal position of the
researcher. The way questions are asked and how well the conversation went with interviewees
determines how the data collection process will unfold (Goodyear et al., 2014). Analytic display
formats can be developed during and after the data collection process (Miles et al., 2014).
Although there are differences between data collection and data analysis, there is also some
overlap.

Data Analysis
Human coding is a unique property of qualitative data analysis (Lazar, Feng, &
Hochheiser, 2017). Goodyear et al. (2014) stated that data analysis emerges during the data
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collection process and continues to evolve after the data has been collected. The feedback must
be recorded to be able to use it, refine it, and to revise the data and present the analysis in a
coherent form. There is a potential for management to influence the data with their own bias so
ensuring professional standards of practice is advised (Goodyear et al., 2014). Data analysis was
done manually. The investigator used a template divided into four columns. Column one had the
transcripts, and the theme developing process was written in the remaining columns by using
sentences, phrases or words to clarify specific themes emerging in the process and also
categorizing each of the emerging themes in different lists.

Qualitative data analysis is descriptive and is used to draw conclusions from unstructured
data like audio, images, video or text. Once qualitative data is arranged into categories, the next
step is to quantify the values (Southekal, 2017). Lang and Howell (2017) suggested five phases
as part of the data analysis process: make a plan, absorb data, find patterns, use patterns, and
create the narrative.

Ethical Considerations

All research designs must seriously consider issues related to ethics concerning how the
study is conducted and how human subjects are treated. The researcher has the expressed
obligation to respect the rights of the informants (Creswell, 2014). Part of ethical duty is to
ensure that the information collected is not disseminated (Gilbert, 2000). According to Goodyear
et al. (2014), the Belmont Report provides guidance on ethical interaction and the treatment of
human subjects in research. Ethical reviews help to make sure information discovered does not
damage the interviewees (Miles et al., 2014). According to Willis, Jost, and Nilakanta (2007),
ethical guidelines call for participants to provide informed consent to the study.

According to the Department of Health and Human Services (2014), The Belmont Report

summarizes ethical principles and guidelines for researching human subjects. The report
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summarizes boundaries between practice and research, basic ethical principles such as respect
for persons, beneficence, and justice in order to protect human subjects and mitigate risk against
harm. The report also describes the importance of having a signed informed consent form for
each participant and an assessment of risks and benefits in the selection of subjects. There are
serious ethical issues and considerations when doing research with human subjects, and the
Belmont Report is the document that provides appropriate legal guidelines intended to be
available for scientist and members of the Institutional Review Boards (IRB). In accordance with
these ethical guidelines and principles, prior to the beginning of interviews, participants were
presented with an informed consent form to read and sign. In addition, the interview protocol
ensured that all participants were aware of their right to be part of a process that respects their
safety and autonomy, including their right to terminate the interview process at any time and for
any reason.

According to Pelle6 and Reber (2016), research ethics covers many problems such as
precautions to consider for preventing harm to human subjects or inappropriate behavior by
researchers in the conduct of their work. Ethics and morals terms are often used interchangeably,
and both terms indicate an area of concern related to what is bad or good (Pelle6 & Reber 2016).
The concern involving the use of machines and software where there are no humans involved is
about making sure researchers are not causing harm to humans while using electronic software
tools and machines in the research process. This also includes avoiding the misuse of private
information and other breaches caused by electronic means (Department of Health, 2014). To
meet this standard, the researcher took steps to ensure that participant responses, including

names, were coded to protect their anonymity. All data collected is stored securely in password-
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protected files. Data from the study remains securely held for three years, after which the records
will be destroyed.

Summary of Chapter Three

Chapter 3 started with an introduction and presented the following sections: (a) research
tradition, (b) research question, (c) research design, (d) population and sample (e) sampling
procedure, (f) instrumentation, (g) validity, (h) reliability, (i) data collection, (j) data analysis,
and, (k) ethical considerations. The intent of chapter 3 was to present the reader with a basic
understanding of how this qualitative approach explored the research problem.

The framework of chapter 3 described the study participants, observation, location, and
how data was collected and analyzed. Chapter 3 also reports the methodology used in the study.
This chapter outlined sections with the purpose of exploring the strategies network security
managers need to protect their networks from backdoor intrusions.

The objective of chapter 3 was to lay the groundwork for how evidence was processed
and analyzed to provide information of an unexplored topic related to stealth backdoors and what
experienced IT professionals were doing to manage such backdoor intrusion issues. The findings
may contribute to the field of cybersecurity and information assurance. One-on-one qualitative
interviewing is the most flexible approach to exploring how experienced IT system
administrators and network managers are dealing with backdoor intrusion problems in network
devices (Lang & Howell, 2017). Also, the exploratory research stressed the significance of
context, setting, and the frame of reference of the participants (Gilbert, 2000). Miles et al. (2014)
argued that heavy initial instrumentation or closed-ended devices are inappropriate for an

exploratory inquiry.
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CHAPTER FOUR

The purpose of the qualitative study was to explore the strategies network security
managers need to protect their networks from backdoor intrusions. The research question
explored on this qualitative research was “what are the strategies network security managers
need to protect their networks from backdoor intrusions?" The fundamental problem was that
backdoor intrusions are still affecting the IT departments despite the use of many protection
layers in network systems as a strategic defense. Chapter 4 presents the results or findings of the
research based on the answers given by 12 participants experienced in managing networks in
their respective IT departments and organizations. Chapter 4 includes the data analysis collected
from interviews, participant demographics, emerging themes, categories, and summary.

Participant Demographics

Participants were holding management or administrative positions for their respective IT
departments. Each person was contacted either by email, phone calls or in person. The
participants were given credentials about the investigator in order to get acquainted. Once the
participants agreed to the interview, they were required to sign an Informed Consent (Appendix
A). The average time to conduct the interview was approximately 30 minutes. The participants
answered nine questions. The participants had experience as managers or systems administrators
involved in IT departments covering the areas of VVolusia and Orange counties located in the
state of Florida. Ten organizations were selected for the study, with two organizations providing
two participants each. Table 1 reports the participant demographics data. The table has three
columns identifying twelve participants by identification number, gender, and position.

Anonymity is established by identifying participant identification (PID) numbers 1 through 12.
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Table 1

Participant Demographics

PID Gender Position

1 Male Network administrator
2 Male IT manager

3 Male IT manager

4 Male IT manager

5 Male IT manager

6 Male Systems administrator
7 Male Network management
8 Male Systems administration
9 Male System administrator
10 Male IT administrator

11 Male Network administrator
12 Male Network administrator

PID = Personal Identification

Table 2 presents additional statistics information from the twelve participants. The table

has four columns reporting the type of industry of each participant, whether or not the

participants had IT experience, their IT key position and the benefits they provide to their

organization.
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Table 2

Additional Statistics from Participants

Type of industry IT IT key position Benefits of
experience managing information
systems
Government Yes Network administrator Achieve efficiency
Healthcare Yes Chief information officer Improves the quality of
decisions
IT services Yes Company president Provides data
IT services Yes Engineering Identify strengths and
weaknesses
City government Yes Director and records Tells what is going on in
manager the IT business
Education Yes Executive director Operations and
Management
City government Yes IT supervisor Tells what is going on in
the IT business
City government Yes IT administrator Tells what is going on in
the IT business
Cloud Services Yes InfoSec analyst / Engineer Achieve efficiency
City government Yes IT manager Tells what is going on in
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City government Yes IT Manager Tells what is going on in

the IT business

City government Yes IT Administrator Identify strengths and

weaknesses

Presentation of the Data

Nine interview questions were asked of each of the 12 participants. The interview

questions for this study were:

1.

From your perspective as a manager of network security, what do you regard as the most
effective network security monitoring strategies?

What is your protocol for determining if an intrusion to the perimeter-based security into
the system has taken place? In other words, how do you know when you have a backdoor
intrusion?

In your role as a network manager what has been the level of support for you and your
staff to be able to implement the most effective strategies?, for instance, through staffing
and funding?

When it becomes clear that the network has experienced a backdoor intrusion, what is the
usual protocol or strategy that is employed to address the problem?

Could you please tell me as much as possible about the details of your experience
selecting appropriate countermeasures as an IT manager working in the area of network
security?

How does having the right kinds of staff members impact your ability to carry out an

effective strategy for network protection?
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7. What are your thoughts about the role of employees throughout the organization as part
of the strategy of defending your network from backdoor intrusions?

8. The defense-in-depth strategy seems to be pretty widely accepted as the standard for
network security. What is your perspective on the effectiveness of this strategy?

9. What other points would you like to make that we did not address during the interview
that you think are key to an effective network security strategy?

The data collection process included that the interviewer selected network managers from
different organizations that have an IT department. Twelve interviews were conducted for this
qualitative exploratory study. Data saturation was reached after the twelfth interview. Each
participant agreed with the interviewer to choose the location and interview times necessary to
conduct the interviews. Participants granted permission to record their interviews by signing the
informed consent form (Appendix A). The researcher took field notes while each interview was
recorded. The interviewer transcribed all recorded audio, and the data was saved to an encrypted
USB flash drive using Microsoft BitLocker. Once all 12 interviews were completed, the audio
files were transcribed. For validity purposes, member checking was used to verify credibility,
transferability, accuracy, and validation on the part of all respondents.

Next are the findings and analysis for each of the nine interview questions used on the

interviews.
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Interview Question 1
From your perspective as a manager of network security, what do you regard as the most

effective network security monitoring strategies?

Probe question - please share an example?

Aggregated data for Interview Question 1 yielded seven prominent themes: (a) protect
data, (b) risk analysis, (c) recommend findings, (d) monitoring team, (e) internal message alerts
(F) log notifications, and (g) third-party services. The number of responses to each of the
prominent themes or topics for Interview Question 1 is shown in Table 3. Each of the indicated
themes represents effective network security monitoring strategies by experienced network
security managers and systems administrators. Monitoring of scheduling processes that occurred
in operating systems is a complicated process in the case of end users, systems administrators or
particular users on cloud systems and the requirements for effective monitoring tools are a
challenge due to evolving attack vectors (Grzonka, Kotodziej, Tao, & Khan, 2015; Axon,
Creese, Goldsmith, & Nurse, 2016).

Table 3

Themes for Interview Question 1

Themes n
Protect data 4
Risk analysis 3
Recommend findings 3
Monitoring team 3
Internal message alerts 3
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Log notifications 3

Third party services 2

Interview Question 1, Theme 1: Protect data. Protect data. For Theme 1 of Interview
Question 1, 33% of the respondents indicated that besides monitoring data, the intent of
protecting data should be included as an effective strategy. Respondents stress the importance of
monitoring systems to prepare for defense strategies through end-user education and training to
make the monitoring strategy of the network easier by providing well-founded recommendations
to security personnel. Furthermore, it is essential to look for signatures in the logs or look for
hash codes of suspected files that show unusual behavior and lastly monitor firewalls against
internet traffic that is coming in with the intent of protecting data. Table 4 contains the Theme 1
responses for Interview Question 1.

Table 4

Interview Question 1, Theme 1 Responses: Protect Data

Responses

You want to have at each point of your network some kind of detection system and email
detection system both on the gateway into the end user and network detection systems coming
into your network.

Put as many deterrents between that attack vector and the goal that they are trying to get to
prevent them from getting in or hopefully that they just give up and go somewhere else.

Others might want to do a more proactive monitoring approach where you are constantly calling

and focusing on the security of clients.
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Scanning the network and the educated end-user because that is really the easiest way to get into

a network.

Interview Question 1, Theme 2: Risk analysis. For Theme 2 of Interview Question 1,
25% of the respondents indicated that the information derived from network monitoring services
is essential for conducting a risk analysis. Network managers and system administrators suggest
that the system logs need more analysis and automated checks to see clear trends that can point
out behaviors. Participants need help from third parties to conduct risk analyses to detect traffic
that is entering from the outside of the network and see what is happening in the system. Table 5
contains the Theme 2 responses for Interview Question 1.

Table 5

Interview Question 1, Theme 2 Responses: Risk Analysis

Responses

We did not want to have the company IP addresses being seen as going to those URLS so we
would use a third party web site that would try to open it inside a virtual environment.

When it comes to monitoring, | would say the systems monitoring is really number one to us. We
pull in all of our logs. We analyze those logs for trends automatically. If we see something
amiss then we pursue it from there.

A good strategy as well as having like a really good alerting and monitoring just coming in from
external but the thing is that you definitely do need to have internal or some kind of user

behavior analytic type thing to see what is happening within.
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Interview Question 1, Theme 3: Recommend findings. For Theme 3 of Interview
Question 1, 25% of the respondents indicated that network managers and system administrators
must make recommendations after analyzing the results from network monitoring tools.
Participants indicated the importance of using intrusion prevention and intrusion detection
systems for analysis in a contained virtual environment and to make recommendations to their
network response team in order for them to take further actions. However, starting with clear
policies and procedures is fundamental including proper documentation on what has been
achieved keeping in mind to follow the requirements of the organization. Table 6 contains the
Theme 3 responses for Interview Question 1.

Table 6

Interview Question 1, Theme 3 Responses: Recommend Findings

Responses

My primary responsibility was the monitoring of the intrusion prevention and intrusion detection
systems and the event systems; trying to analyze the information they have provided us and
send a recommendation to our network security response team.

Having well-defined policies and procedures is probably fundamental. Like that building block
you have to have. You have to document exactly what you are trying to achieve based on
what requirements.

They just are not numbers to see. The things are correlated very clearly so this amount of traffic

coming in is coming from these IPs and these domains, so this is blocked.

Interview Question 1, Theme 4: Monitoring team. For Theme 4 of Interview Question

1, 25% of the respondents indicated that a well-trained monitoring team should be available in IT
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departments to enhance protection. Network managers and systems administrators advised that
users with a lack of knowledge can open malicious emails that could infect the network.
Furthermore, teach people how to recognize phishing emails and scam emails to develop strong
defenses against threats and keep up with the latest training updates. Table 7 contains the Theme
4 responses for Interview Question 1.

Table 7

Interview Question 1, Theme 4 Responses: Monitoring Team

Responses

If they pass the firewall if they pass software automation that is in place, like a scanning the
network and so and so, the educated end-user because that is really the easiest way to get into
a network and it is a social networking that folks use or lack of knowledge so you get the
email and you click on it and by design those clicks will infect your network so educating the
end-user is their best way of dealing with it.

It is just being aware of what is happening. I listen to various security podcast almost every week
to hear what is new.

A good training base for people to understand phishing emails, scam emails, changing the
password, do not use their birth dates or anniversary or names. Knowledge is one of your

strongest defenses against any king of threat.

Interview Question 1, Theme 5: Internal message alerts. For Theme 5 of Interview
Question 1, 25% of the respondents indicated that internal monitoring of the network should not
be ignored and there is a need for message alerts that provide information on internal traffic

behavior. Respondents stated that alerts must be comprehensive and at the same time, be easy to
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read and understand. Also, software products can open those alerts and decide if the alert is a
false positive or a false negative. A robust monitoring alert system can divide the alerts by
categories within the intrusion detection systems. Lastly, the use of ping services to identify
devices that are exceeding the threshold could enhance monitoring strategies. Table 8 contains
the Theme 5 responses for Interview Question 1.

Table 8

Interview Question 1, Theme 5 Responses: Internal Message Alerts

Responses

The job mainly involved getting alerts from the network defense software, opening up those
alerts, digging into them and trying to decide if the alert was a false positive, a false negative
or an actual attack of some kind.

One of the most crucial, most fundamental is a simple pulling device that will pull the TCP to
the device and alert you when it exceeds the threshold.

I think the most effective is having a very strong externally facing monitoring that alerts inward

and gives very comprehensive reports that are easy to read.

Interview Question 1, Theme 6: Log notifications. For Theme 6 of Interview Question
1, 25% of the respondents indicated that systems log notifications should be provided in real time
to have an accurate view of what is happening in the network in order to help in the decision
making process and protect the information systems of the organization. These network
managers indicated that a continuous monitoring system on the servers that are set up to look for
isolated events could notify system administrators of important issues affecting the network. The

next step is to see an event message that is scattered and might seem innocent, but when
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combining them with other events brings a clear picture of the threat. Table 9 contains the
Theme 6 responses for Interview Question 1.
Table 9

Interview Question 1, Theme 6 Responses: Log Notifications

Responses

We use something that continuously monitors all of our servers and all of our network traffic and
looks for those isolated events. It sees if they are all happening at one point time, puts them all
together then it starts to notify us and we start taking a deep dive into the issue.

Seeing the behavior of the connections and how suspicious the connections can be is one of the
things that | understand is important.

Have an active live monitoring solution that is either continuously testing the policy or looking at
the events within the policy to look for certain patterns and behaviors and failures of the BIOS

messages.

Interview Question 1, Theme 7: Third party services. For Theme 7 of Interview
Question 1, 17% of the respondents indicated that paying for third-party services helped with
detecting threats and monitoring the network infrastructure in their departments. Participants
shared that third-party assurance is a big deal because they provide websites that will do risk
analysis and monitor financial transactions. Additionally, third-party services protect data for
hospital services and provide overall transparency for the organization. Table 10 contains the

Theme 7 responses for Interview Question 1.
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Table 10

Interview Question 1, Theme 7 Responses: Third Party Services

Responses

We would use multiple third party websites that would do risk analyses on those URLs because
we did not want to have the company IP addresses being seen.
The third party assurance thing is a pretty big deal because most hospitals have to send data

somewhere else to have other folks do things for us.

Interview Question 2

What is your protocol for determining if an intrusion to the perimeter-based security into
the system has taken place? In other words, how do you know when you have a backdoor

intrusion?

Probe question - how you identify backdoor threats?

Aggregated data for Interview Question 2 yielded seven prominent themes: (a) backdoor
analysis, (b) brute force, (c) backdoor detection, (d) phishing emails, (e) compartmentalized
email gateways, () zero-day, and (g) identifying backdoors. The number of responses to each of
the prominent themes or topics for Interview Question 2 is shown in Table 11. Perimeter-based
security is not enough for the zero-day exploit market. For instance, a Distributed Denial Of
Service attack (DDoS) is an example of an effect caused by a backdoor intrusion that is hard to
detect because to perform the attack an intrusion needs to be done to a set of computers prior to

reaching the perimeter of the target network (Harasta, 2014; Kotenko & Ulanov, 2014).
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Table 11

Themes for Interview Question 2

Themes n
Backdoor analysis 5
Brute force 5
Backdoor detection 4
Phishing emails 3
Compartmentalized email gateways 3
Zero-day 3
Identifying backdoors 2

Interview Question 2, Theme 1: Backdoor analysis. For Theme 1 of Interview
Question 2, 42% of the respondents indicated that a software and hardware backdoor analysis is
necessary for the identification of backdoor threats. Furthermore, respondents stated that having
an anti-hack or firewall including anti-phishing of software and hardware devices must notify by
email or text to see any issues arriving in the system. Additionally, respondents further indicated
proper software to alert behavior is crucial for in-depth analysis especially on webpage services
should be part of the desired protocol to identify if an intrusion has taken place. Table 12
contains the Theme 1 responses for Interview Question 2.

Table 12

Interview Question 2, Theme 1 Responses: Backdoor Analysis

Responses

Usually you will have some kind of anti-hack or a firewall, anti-phishing some kind of software
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or hardware device that if it is good, will notify you be it be by email or a text; something like
that to let you know there is an issue going on.

If there is an incident that identifies some type of attack; either because an antivirus identified
virus on a computer or is seeing some kind of errant behavior within the network.

How are you going to know if you do not have the proper software to alert on it?

We have our own software and hardware experts do a deep analysis on the equipment to make
sure that there is nothing in there that could harm us.

We rely on some webpage services, security products and appliances to monitor intrusions.

Interview Question 2, Theme 2: Brute force. For Theme 2 of Interview Question 2,
42% of the respondents indicated the use of brute force at the perimeter area of the network is
part of an excellent protocol to implement in the security of the network. These managers
advised that having a penetration test team can enhance the protocols used to identify backdoor
threats. Participants that have not experienced a brute force penetration test at the perimeter of
the network depend on other devices or equipment at the perimeter that is more relevant to them
because protocols have to adjust to the objective and limitations of their parent company. Table
13 contains the Theme 2 responses for Interview Question 2.
Table 13

Interview Question 2, Theme 2 Responses: Brute Force

Responses

Fortunately we have not experienced a penetration. | have in the past had to deal with a brute
force attack or something like that. We have not had to deal with a brute force penetration.

A backdoor would be a piece of software or hardware installed into a device or software package
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that allows the manufacturer or an outside source or outside individual to access it without
permission.

Investigating a backdoor threat is not easy. We are talking about backdoor threats that are usually
connections that are initiated by some user.

It is going to be a sys log review; Something is up if you start seeing anomalies in your traffic
patterns.

Having a backdoor intrusion is really hard to detect. First of all, you want to have a strong

security policy and regular reviews of network security based upon your policy.

Interview Question 2, Theme 3: Backdoor detection. For Theme 3 of Interview
Question 2, 25% of the respondents indicated backdoors are challenging to detect. Respondents
indicated that end users receive emails that look legitimate, but when they open the emails,
backdoors are activated. However, firewalls are set up to send alerts through text or email
messages even though are difficult to determine the threshold when receiving those alerts. Table
14 contains the Theme 3 responses for Interview Question 2.

Table 14

Interview Question 2, Theme 3 Responses: Backdoor Detection

Responses

For example, an email they receive, a page that is not supposed to enter they enter.

An email they receive, a page that is not supposed to enter they enter and then give them an ok
that they do not have to enter.

We have our firewall set up to send us alerts through email or text message in case our email

system is compromised.
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What is very difficult is determining the threshold for where you want to receive alerts and that

is where it is trial and error.

Interview Question 2, Theme 4: Phishing emails. For Theme 4 of Interview Question
2, 25% of the respondents indicated that detecting phishing emails at the perimeter should be a
component of a protocol for determining if an intrusion has taken place. Network managers and
system administrators suggest checking the user bandwidth for threats, downloads and streaming
services that could potentially enable intrusions. Participants mentioned having email security
service providers that are capable of detecting phishing emails. Additionally, having the
perimeter secured inside its area that in order to avoid complete open access for attacks but at the
same time separated from the network is a good strategy for detection of phishing emails. Table
15 contains the Theme 4 responses for Interview Question 2.
Table 15

Interview Question 2, Theme 4 Responses: Phishing Emails

Responses

The time stamp is actually parsed out to an actual date time and that can be visualized on a
graph. We can use that to correlate it with other events at the same time so that helps us for
determining if it is something in our perimeter.

We have email security vendors can detect phishing emails and things like that.

You want to have the perimeter inside its own secured area so that it is not open to every attack.

Interview Question 2, Theme 5: Compartmentalized email gateways. For Theme 5 of

Interview Question 2, 25% of the respondents indicated that compartmentalizing email gateways
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at the perimeter should be a component of a protocol for determining if an intrusion has taken
place. Additionally, the email gateway must be outside for people to have access before the
email is opened in order to stop a phishing email that has been detected. Participants need the
education to recognize suspicious emails before they are opened in order to avoid a virus
propagating into the system. Lastly, email logs could offer information about untrusted
attachments that must not be clicked on to avoid intrusions. Table 16 contains the Theme 5
responses for Interview Question 2.

Table 16

Interview Question 2, Theme 5 Responses: Compartmentalized Email Gateways

Responses

You can have stuff in the perimeter. You might have an email gateway in the perimeter that is
outside people have to access.

If you have a perimeter based security issue, you have a system in place that not only detected it
but also stopped it.

Logs and archived arrival of an email for a participant employed within our network and then

how it proliferated through; who it went to, attempts at containment that and remediation.

Interview Question 2, Theme 6: Zero-day. For Theme 6 of Interview Question 2, 25% of
the respondents indicated one way to deal with zero-day problems is to get help from the end
user that might notice any suspicious behavior in the computer while working at any given
moment. Respondents suggest having an anti-hack or firewall device capable of notifying
someone by email or text when a phishing attempt is occurring. Participants also stated that the

end user is the number one deterrent that could notice any email attachments or links that are not
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normal. Furthermore, the end user may contribute by noticing common zero-day issues such as
zero-day viruses, attachments, or zero-day links allowing backdoor intrusions to affect the
network. Table 17 contains the Theme 6 responses for Interview Question 2.

Table 17

Interview Question 2, Theme 6 Responses: Zero-Day

Responses

You still have zero day viruses. Attachments or links in phishing emails that those systems can
not detect so our number one deterrent is our end user.

Usually you will have some kind of anti-hack or a firewall, anti-phishing, some kind of software
or hardware device that, if it is good, will notify you by email or text to let you know there is
an issue going on.

It is a combination of several different products that actively monitor the network traffic and

look for specific signatures and patterns and then it alerts us accordingly.

Interview Question 2, Theme 7: Identifying backdoors. For Theme 7 of Interview
Question 2, 17% of the respondents indicated different methods to test how their end-users
behave when they are deciding to either click on a suspicious email attachment or go to websites
that are not job-related and using this technique, the company can assess which users are more
susceptible to allow backdoor intrusions to the systems. Respondents also pointed out fake
phishing email tests to discover which employees need more training and whether or not they
need to have their evaluation affected by their decision-making process when clicking on
additional pages that they are not supposed to access. Furthermore, this protocol could help to

control which emails should be allowed to enter or which ones should not in order to develop
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some access control mechanism. Table 18 contains the Theme 7 responses for Interview
Question 2.
Table 18

Interview Question 2, Theme 7 Responses: Identifying Backdoors

Responses

And so we spend a lot of time training. We also conduct fake phishing email tests.
If you do not have a threshold set at a good level, what you are going to end up with is not

enough emails. It is kind of like when you are dealing with your spam filter; make it too strict.

Interview Question 3

In your role as a network manager what has been the level of support for you and your
staff to be able to implement the most effective strategies?, for instance, through staffing

and funding?

Probe question - could you elaborate on this a little?

Aggregated data for Interview Question 3 yielded seven prominent themes: (a) executive,
(b) organizational, (c) information technology, (d) client, (e) financial, (f) staffing, and (g)
leadership. The number of responses of each of the prominent themes or topics for Interview
Question 3 is shown in Table 19. Information security managers must be part in the decision-
making process resulting on effective network strategies when investing is resources to support
cybersecurity; funding programs in organizations are complex stages that needed expertise and is
financially limited (Fielder, Panaousis, Malacaria, Hankin, & Smeraldi, 2016; Green et al.,

2015).
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Table 29

Themes for Interview Question 3

Themes n
Executive 4
Organizational 4
Information technology 4
Client 4
Financial 4
Staffing 4
Leadership 3

Interview Question 3, Theme 1: Executive. For Theme 1 of Interview Question 3, 33%
of the respondents indicated that having executive support has a significant impact on
implementing effective strategies. However, respondents stated that they need buy-in support for
security webinars or keynote training to enhance strategies within the IT department.
Furthermore, there is miscommunication between the IT department and higher levels because
the higher level is aware of the need for support, but the IT department thinks the opposite
causing misunderstanding. Table 20 contains the Theme 1 responses for Interview Question 3.
Table 20

Interview Question 3, Theme 1 Responses: Executive

Responses

We have a whole department that supports us. Everybody has a different position and we all

work together. Everybody has a certain role or priority so my main thing is the network.
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| have our executive leadership support.

It is really hard and everywhere you go, every bit of webinar or keynote that you are going has a
lot to do with getting executive management buy-in for security.

| think it is more commonplace, it is not just something that IT knows about. CEOs, finance,

CFOs, board of commissioners; they all know about this type of thing so it is getting better.

Interview Question 3, Theme 2: Organizational. For Theme 2 of Interview Question 3,
33% of the respondents indicated the level of support for network managers and system
administrators is always available. Respondents are confident they have the right amount of staff,
and the organization is well aware of intrusion threats with the help of media news spreading
information about the damage that companies face when they do not support their IT
departments. Lastly, the IT department can get support from within when their employees are
careful not to damage systems. For instance, staff members recognized not to click suspicious
web pages; therefore the IT department helps itself. Table 21 contains the Theme 2 responses for
Interview Question 3.
Table 21

Interview Question 3, Theme 2 Responses: Organizational

Responses

We have a whole department that supports staffing and funding.

Level of support was to welcome me with open arms when having issues with ransomware and
scams.

The level of support depending on the organization is always medium to low.

Our organization is very supportive of it. | believe they realized that it is a real threat that
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previously it was the business side telling the IT side here is your money, just make it work.

Interview Question 3, Theme 3: Information technology. For Theme 3 of Interview
Question 3, 33% of the respondents indicated that they look for support within the staff of the IT
department itself in order to implement strategies despite the shortage of staffing and funding.
Network engineers indicated support from an assistant and the assistant gets support from
database staff; participants do not influence funding or staffing, and they use all the help they can
get from personnel that is currently available because the business still needs to operate. Table 22
contains the Theme 3 responses for Interview Question 3.

Table 22

Interview Question 3, Theme 3 Responses: Information Technology

Responses

We have the support, | am the network engineer and he has an assistant and then he also has
other support staff.

I mostly focus on networking and security; my coworker, he does general support around here.

If I need additional assistance, | could go to my system administrator. He can come and help me
out because he knows networking as well or | can go to my IT manager who was previously a
network administrator. Between the three of us, we know the network and if there is anything
that | need help with they are usually my right and left hand.

Yeah, | think I will just pass that.

Interview Question 3, Theme 4: Client. For Theme 4 of Interview Question 3, 33% of

the respondents indicated that supporting clients help to implement effective strategies in the IT
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department. Participants stated external companies are contracted to help protect the IT
department and network services; these third-party services provide support to the IT
department. The support goes back and forth, for example, the IT department helps their parent
organization, and at the same time, third-party services support the security needs of the IT
department. Table 23 contains the Theme 4 responses for Interview Question 3.

Table 23

Interview Question 3, Theme 4 Responses: Client

Responses

If there is a problem with the ORACLE system, we give them support. The company that
provides the application also gives us support to see if there is a problem.

Currently right now, we are well staffed. In the eleven years that | have been with this
organization, we have the most capable, most professional and most skilled team that this
organization has had in my time here.

Those are the ones that cannot afford a security department, they cannot afford a specialist. If
they cannot afford all those people the education for business owners of those levels is where
the biggest risks are.

That challenge is not enough communications between us and the security guys. Where we
should be working hand in hand and some might argue we should be part of the same

department which was not our company.

Interview Question 3, Theme 5: Financial. For Theme 5 of Interview Question 3, 33%
of the respondents indicated the IT funding support is limited and is one of the most significant

issues affecting the implementation of effective strategies. Participants stated that there is a fear
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of understanding the importance of staffing and funding support for security is short. Typically
IT departments have not run into any major problems despite suggesting that there is an
acceptable level of risk implied in their daily operations. Table 24 contains the Theme 5
responses for Interview Question 3.

Table 24

Interview Question 3, Theme 5 Responses: Financial

Responses

And | got those questions and with their help I was able to get the right resources but I think
now get us to an adequate staff.

We want to fix features and in order to get sales we need to fix this security hold that is usually
the only time we get funding because it is not so much of a buy because people think that
security is an IT problem. We have to build this in from the business model.

To be able to implement effective strategies, generally they are very understanding about the
importance of staffing and support funding. We typically have not run into any problems.

So this is definitely one of the biggest issues we face.

Interview Question 3, Theme 6: Staffing. For Theme 6 of Interview Question 3, 33% of
the respondents indicated there is a shortage of cybersecurity staff. Therefore staffing support is
limited. Respondents stated that it is difficult to obtain staffing support because the business
objective is more sales driven and there is no return on investment for security. The limitation of
competent network security administrators or network security engineers is positively supported
by institutions offering degree programs to offer qualified staffing and possibly fill the shortage

of cybersecurity staff. Table 25 contains the Theme 6 responses for Interview Question 3.
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Table 25

Interview Question 3, Theme 6 Responses: Staffing

Responses

So it becomes easier and more accepting of any kind of changes you are going to make. There
are always those people who would rather make it easy. And, in most cases they do not
realized how easy it is to get to somebody.

Security is a business level problem that you are going to need to spend money on. The support
for that is very hard to get because there is no return on investment for security.

It is just now becoming where the colleges are offering that type of curriculum and that type of
degree path specifically in network security. I think it is going to get better as more students
go through university and graduate with degrees in network security and it is going to be
easier to find staff that are trained and experienced.

If you can imagine somebody that has a lawn business that has blown up and now they have a
thousand employees and they are doing all the lawns in Florida chances are they do not have a

good guy.

Interview Question 3, Theme 7: Leadership. For Theme 7 of Interview Question 3,
25% of the respondents indicated they received proper staffing and funding support, enhancing
the role of the network manager. Participants stated that they have a departmental partner that
dedicates their effort to provide qualified personnel and sources. These managers also
established that there is a sort of fear to understand the implications of staff and funding shortage
but news related to network intrusions affecting business help leaders to become more

supportive. Table 26 contains the Theme 7 responses for Interview Question 3.
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Table 36

Interview Question 3, Theme 7 Responses: Leadership

Responses

Staffing and funding; we have a whole department that supports us.

| think because of some of the compromises and big time business impacts that you have seen
with X Company and Y Company, they have faced legal issues. Because of issues that they
had with their network security; | think it is more public now.

To be able to implement effective strategies, generally understanding the importance of staffing

and support funding to do what we need to do, we have not run into any problems.

Interview Question 4

When it becomes clear that the network has experienced a backdoor intrusion, what is the

usual protocol or strategy that is employed to address the problem?

Probe question - do you have an example you could share?

Aggregated data for Interview Question 4 yielded six prominent themes: (a) notify upper
management, (b) systems update, (c) collecting evidence, (d) isolate devices, (e) backdoor issue,
and (f) firmware. The number of responses of each of the prominent themes or topics for
Interview Question 4 is shown in Table 27. Passive defense technologies are not strategically
efficient when dealing with backdoor threats; for instance, malware generating PDF documents
allows hackers to read confidential information (Goldman, Burstein, Benton, Kuter, Mueller,

Robertson, ... Bobrow, 2015; Xingguo et al., 2016).
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Table 27

Themes for Interview Question 4

Themes n
Notify upper management 4
Systems update 4
Collecting evidence 4
Isolate devices 4
Backdoor issue 3
Firmware 3

Interview Question 4, Theme 1: Notify upper management. For Theme 1 of Interview
Question 4, 33% of the respondents indicated keeping upper management informed is the usual
protocol if the network has experienced a backdoor intrusion. Respondents indicated that the
findings are presented to upper management to help them make further decisions. Furthermore,
respondents indicated that calling for meetings can initiate further investigation in order to help
clarify the backdoor intrusion issue. Table 28 contains the Theme 1 responses for Interview
Question 4.

Table 28

Interview Question 4, Theme 1 Responses: Notify Upper Management

Responses

What he did was notify the majority of the vendors and secretly let them know first and gave
them time to come out with an update.

| am going to call a government authority and they are going to come in and take over an
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investigation for us.

We called an emergency meeting with information technology staff and upper management staff
and explained the issue in layman terms.

We combined that with our findings, presented it once again to upper management then the

decision was made to bring everything back online and there was no issue.

Interview Question 4, Theme 2: Systems update. For Theme 2 of Interview Question
4, 33% of the respondents indicated that the use of updates for the network systems could help
resolve backdoor problems. Respondents stated that in order to fix the backdoor exploit, they
work on patching the network. Respondents further indicated that discrete notification to the
vendors allows for the development of new updates in order to fix the issue as soon as possible.
Table 29 contains the Theme 2 responses for Interview Question 4.
Table 29

Interview Question 4, Theme 2 Responses: Systems Update

Responses

The one incident we have identified what vulnerability, what the exploit was and now we take
that to fix the exploit. In some cases those are patches from the vendors.
What he did was notify the majority of the vendors and secretly let them know first and gave
them time to come out with an update.
We manage the server and network settings; they install and update the software.
If there is something simple, like an update to the software on the actual access point; if 1 did not
update it and the attacker took advantage of the export because | am running an old firmware,

now | know | have to update it to prevent this type of situation in the future.
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Interview Question 4, Theme 3: Collecting evidence. For Theme 3 of Interview
Question 4, 33% of the respondents indicated when it becomes clear that the network has
experienced a backdoor intrusion; usually, they collect as much evidence related to the incident
as possible. Respondents indicated they could see backdoors with the help of detection methods
and analyzing backdoors is part of the protocol to address the problem. Respondents also stated
that generating a chain of custody document to record the intrusion in chronological order is part
of the protocol employed. Respondents also stated that the amount of evidence plays a key factor
when addressing the backdoor intrusion problem. Table 30 contains the Theme 3 responses for
Interview Question 4.

Table 30

Interview Question 4, Theme 3 Responses: Collecting Evidence

Responses

Based on a backdoor intrusion, the amount of evidence that you collect is going to be important.

We would have to analyze it ourselves for any kind of back door that could potentially intrude or
open up a security risk to our network.

We have detection methods to seal traffic and any device so we can see backdoors.

This organization had a data breach. Credit card information was exposed because of this
backdoor intrusion. When realizing that we run the same software and it is exposed to the
internet, we called an emergency meeting with information technology staff and upper

management staff explain the issue kind of in layman terms meanwhile we were doing.

Interview Question 4, Theme 4: Isolate devices. For Theme 4 of Interview Question 4,

33% of the respondents indicated that when it becomes clear that the network has experienced a
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backdoor intrusion, they must isolate all devices containing backdoor intrusions. Respondents
indicated that backdoors are tough to defend because backdoors are built into the devices.
Respondents also stated that not trying to cover up the intrusion and roll back the network to a
prior state is an excellent strategy to defend against backdoor intrusions. Table 31 contains the
Theme 4 responses for Interview Question 4.

Table 31

Interview Question 4, Theme 4 Responses: Isolate Devices

Responses

| think when you have seen intrusions happen, it makes it ten times worse if you try to cover it
up without being transparent.

We would have to analyze it ourselves for any kind of back door that could potentially intrude or
open up a security risk to our network.

If you are in doubt of the intrusions or you see symptoms of it, you would roll back to a known
phase of the network or your data.

We have identified that our set up process is either augmented or somebody did not follow it

properly and then take you know uh disciplinary steps.

Interview Question 4, Theme 5: Backdoor issue. For Theme 5 of Interview Question 4,
25% of the respondents indicated backdoor intrusions are a severe problem for the organization.
Network managers and systems administrators stated that to address the backdoor intrusion
issue, they notify the Federal Bureau of Investigation (FBI) as a strategic option. However,
disclosing information is part of the requirement and dialogue must include to not spreading

confidential information to avoid leaked or compromised. Furthermore, the organization must be
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careful not to spread confidential information. Table 32 contains the Theme 5 responses for
Interview Question 4.
Table 32

Interview Question 4, Theme 5 Responses: Backdoor Issue

Responses

If I have a serious issue and we know that we had an intrusion, | am going to call the FBI.
Make sure that you have that dialogue and everything is out in the open as much as can be
without divulging any sort of confidential information.

We do not believe in paying ransomware, the best way to deal with it is to go to a backup.

Interview Question 4, Theme 6: Firmware. For Theme 6 of Interview Question 4, 33%
of the respondents indicated that firmware embedded into the hardware of specific network
devices allows backdoor intrusions. Furthermore, simple firmware updates can allow backdoor
intrusions to access points in the network. Additionally, there is a need to update policies to
prevent firmware updates from spreading backdoors. Table 33 contains the Theme 6 responses
for Interview Question 4.

Table 33

Interview Question 4, Theme 6 Responses: Firmware

Responses

If there is something simple like an update to the software on the actual access point some cases
those fixes are patches from the vendors; firmware updates, software updates, web updates
those kinds of things other times it is configuration changes on a firewall on a switch.

Case is opened with CISCO so that they can verify what is happening and if they have to update
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something in their systems to give us support.

We manage the server and network settings; they install and update the software.

Interview Question 5

Could you please tell me as much as possible about the details of your experience selecting

appropriate countermeasures as an I'T manager working in the area of network security?

Probe question - how disruptions in the network are handled?

Aggregated data for Interview Question 5 yielded seven prominent themes: (a) educate
and share, (b) investigate network sections, (c) disabling traffic, (d) counter-intrusion service, (e)
isolate software, (f) identify anomalies, and (g) stopping traffic. The number of responses of each
of the prominent themes or topics for Interview Question 5 is shown in Table 34. There are
algorithms designed to analyze network traffic and to detect backdoor intrusions; another defense
strategy includes static and dynamic countermeasures which are the two major types of defense
strategies for network systems (Powers, 2015; Hong et al., 2015).
Table 34

Themes for Interview Question 5

Themes n
Educate and share 5
Investigate network sections 4
Disabling traffic 3
Counter intrusion service 3
Isolate software 3
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Identify anomalies 3

Stopping traffic 3

Interview Question 5, Theme 1: Educate and share. For Theme 1 of Interview
Question 5, 42% of the respondents indicated that sharing incidents within the organization helps
the department to develop better countermeasures. Respondents indicated that they emulate
attacks in the network and have training sessions to teach personnel. Furthermore, respondents
indicated that they use information shared by the Department of Homeland Security to developed
knowledgeable members and enhance countermeasures against intrusions. Table 35 contains the
Theme 1 responses for Interview Question 5.

Table 35

Interview Question 5, Theme 1 Responses: Educate and Share

Responses

Our approach is to emulate these attacks and have training sessions to train the employees. We
have our conference room and we put out email bulletins that say if you want to, please attend
this training; and it is something that we do citywide.

| think one of the most important things is there is a lot of organizations out there to share
information. That is, a good countermeasure to have. One of the organizations that we belong
to is called multi-state information sharing... I do not remember the last two, but it is MS-
ISAC. It is funded by the Department Homeland Security; it is free for all private and public
organizations.

You start swinging back and you do not know what you are doing, you are shadow boxing. You

know, you are swinging in the dark and there may be one hundred of them in there; they are
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going to whip you (self-training).

You want to let people know what happened. So again, it goes back to the knowledge base of
your end user. The people, who are using the equipment, say hey this is what just happened,
this is what it cost, and this is how to try to avoid it.

Any other information we can get out of it and then then reporting it up to the proper channels
whether it is you know our intruding detection system; letting them know hey, you guys did
not pick this up here you go, here is the IP please do something about it but whether is an anti-
virus or firewall or Semantic we say hey, you did not discover this so can you please add this

signature?

Interview Question 5, Theme 2: Investigate network sections. For Theme 2 of
Interview Question 5, 33% of the respondents indicated that investigations of different sections
of the network serve as a countermeasure against intrusions. Furthermore, respondents identified
that a network without segmentation allowed for easy and rapid damage from cyber-attacks.
Additionally, respondents further indicated that once the network is isolated, the next step is to
investigate those segregated sections located in different areas of the network while restoring
other sections of the system from backups to restore network operation. Table 36 contains the
Theme 2 responses for Interview Question 5.

Table 36

Interview Question 5, Theme 2 Responses: Investigate Network Sections

Responses

They just found the X company credentials and were able to use them and go into X network and

unfortunately X company network was flat so it did not have any segmentation to it and once
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they were in they have got everything.

You are going to do isolation and then investigation and repair. Alright, you want to stop what is
happening immediately.

We did not shut down the entire file server because it was only spread to that one department
container, it had not spread to any other departments because they did not have access to that
so the server itself we were able to leave online but we disabled access to the user and wiped
their computer clean and then we started restoring from backups.

And then the other thing a lot of hospitals do is use firewalls internally to micro-segment to

better protect uh the golden data.

Interview Question 5, Theme 3: Disabling traffic. For Theme 3 of Interview Question
5, 33% of the respondents indicated that the network must shut down to counter-intrusion
attacks. Participants stated to take the network off right away for investigation purposes.
Participants thought that disabling user access to the server allows information to be accessible
and stop intrusions to cause more damage to the network. Participants also thought and alleged
that sometimes you do not even realize a vulnerability and need to turn off the network traffic to
prevent more exploits to occur. Table 37 contains the Theme 3 responses for Interview Question
5.
Table 37

Interview Question 5, Theme 3 Responses: Disabling Traffic

Responses

Yes, countermeasure in this context it is just plugging the hole. Sometimes you do not even

realize vulnerability until it is exploited so a countermeasure would just be going back and
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forth in that hole; maybe turning off TCP.

| would just shut it down. Just remain silent and shut it down.

Try to take it off the network right away. You want to make a work around for it and then finally
investigate it and put your resolution in there. If you have a disruption, you go right for

finding what that is and then you take it off the network.

Interview Question 5, Theme 4: Counter intrusion service. For Theme 4 of Interview
Question 5, 17% of the respondents indicated that third-party services could be used to counter
intrusions alleviating the overload to network managers and systems administrators. According
to the respondents, using two-factor authentication adds a layer of defense and protection to the
network environment. However, third-party services have access to the systems, and they also
need the two-factor authentication added; therefore, vendors can fix elements from inside the
network domain. Furthermore, third-party cybersecurity consultants can benefit the organization
by using their expertise; therefore, third-party services can add defense mechanisms to counter
backdoor intrusions. Table 38 contains the Theme 4 responses for Interview Question 5.

Table 38

Interview Question 5, Theme 4 Responses: Counter Intrusion Service

Responses

You have vendors that may be fixing gear for you inside your domain.

| think they are a great organization and that is a good countermeasure to have because what they
will also do is if you do not have funding for or have your own third party cybersecurity
consultants, you can also send them as much information as you want or as little information

as you want and they will actually have their experts look at it and determine whether you
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might have a real issue or not.
And so you know one of the ways that health care prevents that today is the use of two-factor
authentication or your third-party vendors that access your system so it is not only the

username and password but it is another factor that they have to have in order to get in.

Interview Question 5, Theme 5: Isolate software. For Theme 5 of Interview Question
5, 25% of the respondents indicated that isolating the network software without being noticed by
the attacker can be used as a good countermeasure against intrusions. Respondents also pointed
out that being silent and shutting down the network helps isolate compromised software.
Respondents further indicated that staying quiet helps to not let the attacker know that they are
aware of being attacked in order to take advantage of the intrusion to develop better
countermeasures. Table 39 contains the Theme 5 responses for Interview Question 5.
Table 39

Interview Question 5, Theme 5 Responses: Isolate Software

Responses

I would just shut it down. Just remain silent and shut it down.

You want to make sure that no one is using any kind of shareware program or other junk they are
not supposed to be using at work.

We did not want them to know that we knew they were attacking us. We wanted to be able to
stop it without their knowing because we want them to keep trying the same attacks we have

already got defenses against; we do not want them to try something new.

Interview Question 5, Theme 6: Identify anomalies. For Theme 6 of Interview

Question 5, 25% of the respondents indicated that the identification of anomalies in the network
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serves as a countermeasure strategy. Respondents indicated that anti-virus software helps to
identify intrusion signatures that are not normal during regular network traffic. Respondents also
stated the reports generated by intrusion detection and intrusion protection systems enable
countermeasure strategies to protect networks from backdoor intrusions. Respondents also
indicated that identifying the source of IP address can be used to engage the party that is trying to
gain access. Table 40 contains the Theme 6 responses for Interview Question 5.

Table 40

Interview Question 5, Theme 6 Responses: ldentify Anomalies

Responses

Yes there are some viruses that the software automatically will identify the signature on it. It
would either quarantine it or block it. So the countermeasure would be going through the
network and running scans to identify any known signatures.

Not as far as engaging the party that is trying to gain access or trying to do harm. It is more just
identifying maybe the source of the IP.

Host based intrusion protection systems and intrusion detection systems are good that report
back to a managed console. So for me, that is a good countermeasure or even active port
switching, like something starts having an issue or goes outside of its regular network traffic

the port will shut down.

Interview Question 5, Theme 7: Stopping traffic. For Theme 7 of Interview Question
5, 25% of the respondents indicated that stopping the network traffic during a backdoor intrusion
is a good countermeasure. Respondents indicated that you do not realize vulnerable areas while

using the internet and turning off the transmission control protocol (TCP) is a countermeasure to
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consider. Respondents also stated that investigating and making resolutions during network
disruptions must be taken into account as a countermeasure against backdoor intrusions. Table
41 contains the Theme 7 responses for Interview Question 5.

Table 41

Interview Question 5, Theme 7 Responses: Stopping Traffic

Responses

Yes, countermeasure probably in this context it is just plugging the hole. Sometimes you do not
even realize vulnerability until it is exploited so a countermeasure would just going back and
forth in that hole whatever may be turning off TCP.

Truly not, you should in particular that I am in I would just shut it down. Just remain silent and
shut it down.

Try to take it off the network right away, right? So you want to make a work around for it and
then finally investigate it and put your resolution in there. So for me, if you have a disruption,

you go right for finding what that is and then you take it off the network.

Interview Question 6

How does having the “right” kinds of staff members impact your ability to carry out an

effective strategy for network protection?

Probe question - what is the key to this strategy working?

Aggregated data for Interview Question 6 yielded seven prominent themes: (a)
certifications, (b) awareness, (c) expertise, (d) culture, (e) teamwork, (f) weakest link, and (g)

network protocol analysis. The number of responses of each of the prominent themes or topics
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for Interview Question 6 is shown in Table 42. Each of the indicated themes represents that staff
must have a clear understanding of security procedures and processes and the IT systems must
follow defined policies rules enforcement in real-time in order to impact an effective strategy for
network protection (Safa, Sookhak, Von Solms, Furnell, Ghani, & Herawan, 2015; Ghali,
Sharma, & Jain, 2015).

Table 42

Themes for Interview Question 6

Themes n
Certifications 9
Awareness 5
Expertise 5
Culture 4
Teamwork 4
Weakest link 4
Network protocol analysis 2

Interview Question 6, Theme 1: Certifications. For Theme 1 of Interview Question 6,
75% of the respondents indicated that having staff members that pay attention to the agreements
they sign and are willing to handle problems and find solutions carry out an effective strategy for
network protection. Furthermore, respondents identified staff that has certifications such as
CompTIA, network plus and security plus or CISSP level show confidence that allow companies
to hire personnel. Additionally, respondents further indicated that staff with extensive knowledge

in network architecture, skill in technical areas, a willingness to continue to learn and that have a
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passion or desire in the field would impact your ability to carry out an effective strategy for
network protection. Table 43 contains the Theme 1 responses for Interview Question 6.
Table 43

Interview Question 6, Theme 1 Responses: Certifications

Responses

Actually paying attention to training; paying attention to the agreements they signed. | know
everyone just initials it and goes off, nobody pays attention.

We like to look for people that want to make this a career; they want to be around. So as long as
they have at least a COMPTIA, network plus, security plus of some kind it would enter into
the entry level position.

You need to have people that are willing to handle things the same way that everybody else is
handling them; not trying to be a maverick or rogue or anything like that.

It has to be a person who has extensive knowledge in networking and architecture of the system.

Absolutely crucial, absolutely crucial. People are number one.

| definitely say the people. Just having persons who have an aptitude to continue to learn; so
continuing education. But also just some form of a passion or desire in the field.

Having the right people impact your ability as far as if it is effective, how fast they can do it so
there is not going to be everybody who is perfect at everything, so having the right staff
members that you need to find out who is good.

The biggest vulnerability in any business or institution is people. We do have people here who
do not know computers at all they will click on an e mail and training in that instance is such a
big thing.

Good HR departments work with the IT department together to try to screen these people and
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figure out okay, which is the right personality, and who has the right skill set.

Interview Question 6, Theme 2: Awareness. For Theme 2 of Interview Question 6,
42% of the respondents indicated that staff must know what the requirements are for the end-
user. Participants stated to make sure policies and procedures are carried out. Participants
thought that an engaging staff provides strength to the organization. Participants also thought and
alleged that they need staff that wants to have a career in the networking field with minimum
entry level certifications. Table 44 contains the Theme 2 responses for Interview Question 6.
Table 44

Interview Question 6, Theme 2 Responses: Awareness

Responses

Some kind of check on learning for that level of employees would be really good. That way they
understand what the requirements are for the end user; it is all about understanding.

You need the right mentality of staff. If you get people who think they know it all or had
experience with it and do not want to do what is being set forth as the policies and procedures
of how you do things, that can become an issue.

Yes. So we have been named one of the best places to work in IT for the last four years in a row;
we have a very engaged staff.

We look for people that want to make this a career. They want to be around, so as long as they
have at least a COMPTIA, network plus, security plus of some kind they would enter into the
entry level position.

Apart from the certifications you may have, you have to have work in the street because these are

situations that are given daily and the certifications help in terms of the theory and
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understanding what is happening, but nothing is over experience at work.

Interview Question 6, Theme 3: Expertise. For Theme 3 of Interview Question 6, 42%
of the respondents indicated the staff needs extensive knowledge of the network architecture.
Respondents indicated their staff needs to have a security mentality whether as a professional
coder or a developer. Furthermore, respondents indicated the staff members make jobs easier if
they are trained on network threats and also if they take care of all those threat issues. Lastly,
knowledge is one aspect of what a staff member needs, but also we need the right people that
meet other criteria required by the organization. Table 45 contains the Theme 3 responses for
Interview Question 6.

Table 45

Interview Question 6, Theme 3 Responses: Expertise

Responses

You need to be just like any other experts in their field and they need to be at the very forefront
of their field.

Having staff is everything; you got to have the right people. Obviously, they have to be
knowledgeable, but having the knowledge itself is one aspect.

We want to make sure that our people were trained. People who are trained and are aware of
those issues and care about those issues make our job easier.

You definitely want to have security minded people for that.

First it has to be a person who has extensive knowledge in networking and architecture of the

system.

102



Interview Question 6, Theme 4: Culture. For Theme 4 of Interview Question 6, 42% of
the respondents indicated that staff is a powerful force in the organization that needs to be
handled with caution. According to the respondents, the company faces danger by not knowing
the background of the staff members, for example, having the right network equipment in the
wrong hands can compromise the network. However, staff needs overlap training to strengthen
weak areas; therefore, staff needs to take ownership and accountability of the network.
Furthermore, the staff needs to be screened in order to mold them to the vision of the
organization. Table 46 contains the Theme 4 responses for Interview Question 6.

Table 46

Interview Question 6, Theme 4 Responses: Culture

Responses

They may know something more than you do, but it is when these people go outside the realm of
the standard of the norm that it becomes an issue.

You could have the right product in the wrong hands and it means nothing; whereas you could
have a lesser of a product, but in the right hands can be leveraged, very effectively.

Having the right people impact your ability as far as if it is effective, how fast they can do it so
there is not going to be everybody who is perfect at everything, so having the right staff
members that you need to find out right who is good at A, B & C and we can train them on D
& E where you also have other people who are great that C, D & E we got to train them on A
& B or you put them in overlapping areas.

You know that is probably one of the key aspects | think the right type of staff that you want to
surround yourself with are those that take ownership and accountability of the network.

Have a good HR department work with the IT department together to try to screen these people
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and figure out which is the right personality, and who has the right skill set? Which character

is more moldable that I can train and shape; some personalities are not flexible.

Interview Question 6, Theme 5: Teamwork. For Theme 5 of Interview Question 6,
33% of the respondents indicated that the staff needs to work together and share responsibilities.
Respondents also pointed out that employees need to get things done and engage with each other
as members of the team. Respondents further indicated the employees need to take ownership of
the network and also be held accountable for their actions and thus treat the network as part of
the family. Table 47 contains the Theme 5 responses for Interview Question 6.
Table 47

Interview Question 6, Theme 5 Responses: Teamwork

Responses

You need people who can work together to get things done. Security guy shows presentation guy
and presentation guy teaches everyone else.

Another aspect is just having everybody working together.

We have been named one of the best places to work in IT for the last four years in a row; we
have a very engaged staff.

| think the right type of staff that you want to surround yourself with are those that take
ownership and accountability of the network. You have to almost see it as it is your baby; you

take care of it and it takes care of you.

Interview Question 6, Theme 6: Weakest link. For Theme 6 of Interview Question 6,

33% of the respondents indicated people play a role in the network being weak or strong.
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Respondents indicated that besides being knowledgeable on networking topics, people need to
know how computers process information. Respondents stated that people that are accountable
and take ownership play a vital role in network operations; also, with the right kind of people in
the right hands the network could work effectively. Table 48 contains the Theme 6 responses for
Interview Question 6.

Table 48

Interview Question 6, Theme 6 Responses: Weakest Link

Responses

When you say no, people try to still make things happen and most of the time it affects your
service ability and can create vulnerabilities in your network.

Logically, you can have a person who has a great knowledge of networking but does not know
how things are processed in a computer then you have a problem. Must have knowledge in
both elements.

Absolutely crucial, people are number one; you could have the right product in the wrong hands
and it means nothing, whereas you could have a lesser of a product, but in the right hands can
be leveraged, very effectively.

The right types of staff are those that take ownership and accountability of the network.

Interview Question 6, Theme 7: Network protocol analysis. For Theme 7 of Interview
Question 6, 17% of the respondents indicated the need of personnel that are good in
understanding analysis and network protocols. Respondents indicated that personnel who have a
flexible personality can adapt better to the network environment. Respondents also stated that

they do not want people that are too smart that think they know everything. Respondents also

105



indicated they do not want people that want only to be told their tasks or are too submissive.
Table 49 contains the Theme 7 responses for Interview Question 6.
Table 49

Interview Question 6, Theme 7 Responses: Network Protocol Analysis

Responses

You are going to need somebody who is really good at network protocol analysis.
| need a good flexible personality, but not too smart, where he becomes Mr. Know it all. Or |
will not be told anything, because he knows everything. You know, you do not want those,

either.

Interview Question 7

What are your thoughts about the role of employees throughout the organization as part of

the strategy of defending your network from backdoor intrusions?

Probe question - What is your role in this process?

Aggregated data for Interview Question 7 yielded seven prominent themes: (a) dynamic
awareness, (b) understanding defense, (c) network security, (d) understanding threats, () human
factor, (f) enforcing defense, and (g) defense tasks. The number of responses of each of the
prominent themes or topics for Interview Question 7 is shown in Table 50. The use of phishing
emails is an example of an Advanced Persistent Threat, and security awareness training plays a
vital role in defending the network; in addition, the feelings and behavior of employees should be
taking into account as an essential human factor within information security (Chen et al., 2014;

Bucak, 2016).
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Table 50

Themes for Interview Question 7

Themes n
Dynamic awareness 5
Understanding defense 5
Network security 5
Understanding threats 4
Human factor 4
Enforcing defense 4
Defense tasks 3

Interview Question 7, Theme 1: Dynamic awareness. For Theme 1 of Interview
Question 7, 42% of the respondents indicated that security awareness must be part of the role of
defending the network from backdoor intrusions. According to the respondents, employees need
to know that awareness starts from the moment they access the system and while surfing
Websites. However, they recommend that training is a mechanism that contributes to security
awareness for employees, network security managers, and system administrators. Table 51
contains the Theme 1 responses for Interview Question 7.

Table 51

Interview Question 7, Theme 1 Responses: Dynamic Awareness

Responses

| have to train these people not to do stupid things. Training just to do the right thing.
It is down to everybody to know about things and that is where information security awareness

training, strong password training; even picking up USB or anything else, web surfing
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trainings are highly important.

We not only view our internal IT staff as important to the defense but we also view that every
employee here in our organization plays a key role so about a year and a half ago what we did
IS we put together a cyber security training for all staff. All staff is required to take it as part of
when they are hired by the organization.

Number one orientation; they have what is called security awareness. | can block a lot of pages
but if the employee is not aware that if he has inserted a thumb drive with content from his
house, or if is opening an email that does not necessarily come from reliable places because it
IS a continuous orientation process.

Crucial, again crucial. User awareness of the threats.

Interview Question 7, Theme 2: Understanding defense. For Theme 2 of Interview
Question 7, 42% of the respondents indicated that understanding network defense roles could
strength the strategy of defending the network. Respondents indicated that workers could combat
attacks without even knowing they have been attacked. Respondents also stated that being
complacent affects the understanding of who has the role of defending the network. Respondents
also indicated that the role of defending the network from backdoor intrusions is not clear. Table
52 contains the Theme 2 responses for Interview Question 7.

Table 52

Interview Question 7, Theme 2 Responses: Understanding Defense

Responses

People are your front line of network defense; combatting attacks and do not even know it.
Overcoming that mindset that they are actually the operators of a terminal on a network that has

access to data, be a financial, word documents, excel documents, databases; what have you.
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Email systems, things like this that they can do real damage by their complacency, or lack of
basic operational, business, computer systems; operational knowledge is huge.

X company put out a report about how they are addressing phishing issues and | mean phishing
that goes beyond DDOS, beyond worms, and all the stuff getting us out of the network.

The roles of employees in an organization for defending network from backdoors intrusion have
to have some awareness at some point.

You have to be involved from a management standpoint any time that there is an incident or that

you are making decisions about how you are going to defend your network from compromise.

Interview Question 7, Theme 3: Network security. For Theme 3 of Interview Question
7, 42% of the respondents indicated the role of employees is crucial in defending the network
from backdoor intrusions. Respondents indicated that if upper management does not care about
security, then employees are not going to care either. Respondents also stated that safeguarding
employees is significant in defending the network. Table 53 contains the Theme 3 responses for
Interview Question 7.
Table 53

Interview Question 7, Theme 3 Responses: Network Security

Responses

They are getting junk emails in that are scam emails or phishing emails, or that are Trojan horses
and their knowledge of what is coming or their understanding of how things work gives them
the weapons to protect your network. So they play a crucial, crucial part in any network
security; employees are your first line of defense.

Sometimes you find organizations where the upper management is not so interested in investing
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money in security and then if you are up there in the head does not have that importance
because the employees are not going to care.

The fact a company as large as X, that they did that it shows the significance in the importance of
making sure your employees are safeguarded as well at all levels.

The role of employees in an organization for defending the network against backdoor intrusion is
somebody has; everybody has to have some awareness at some point.

If an employee does something they are not supposed to and they get their computer infected or

they get our network affected, even worse, then they not only are subjected to cyber security
awareness training, but it also goes on the personnel record, if it happens again and even

again, it starts to result in written reprimands all the way up to possible termination.

Interview Question 7, Theme 4: Understanding threats. For Theme 4 of Interview
Question 7, 33% of the respondents indicated that understanding what the threats are can shape
the role of employees to defend the network from backdoor intrusions. Participants stated that
depending on automation tools involved in the daily operations of the network affects the role of
the individual. Participants thought that employees need to understand how phishing email works
and use that knowledge as a weapon to protect the network. Table 54 contains the Theme 4
responses for Interview Question 7.

Table 54

Interview Question 7, Theme 4 Responses: Understanding Threats

Responses

When you see a role, most of those tasks are automated so the role would be reading alerts from

the monitoring software.
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You know, they are getting junk emails in that are scam emails or phishing emails, or that are
Trojan horses and their knowledge of what is coming or their understanding of how things
work gives them the weapons to protect your network. So they play a crucial, crucial part in
any network security.

| think it is huge. | think their role is just as significant as an IT security engineer.

Whose role is it to maintain security or trying to be secure within an organization? Everyone.

Interview Question 7, Theme 5: Human factor. For Theme 5 of Interview Question 7,
33% of the respondents indicated that employees and their network security managers or system
administrators play a role in the network defense process. Respondents indicated that part of
defending the network is to open case tickets in the IT department that initiate the problem-
solving process. Furthermore, respondents indicated that they use services provided by other
companies to help defend the network from backdoor intrusions. Table 55 contains the Theme 5
responses for Interview Question 7.
Table 45

Interview Question 7, Theme 5 Responses: Human Factor

Responses

| am here to push these buttons today and if my computer breaks then we will just open a ticket
with IT, you know and they will fix that. You know or we have people for that.

People who are brand new into the organization may be you not that familiar with computers.
Maybe their job role does not require them to be and Company X introduced a two-factor
authentication but it is the way that they are doing it that has successfully allowed them for the

past two years to not have an incident of phishing or breaching.
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The most responsible person for network security, which is the people who write the checks.

Where we see most of our issues of possible breaches is through email. People sending email.

Interview Question 7, Theme 6: Enforcing defense. For Theme 6 of Interview
Question 7, 33% of the respondents indicated that employees and their network security
managers or system administrators play a role in enforcing network defense strategies.
Respondents also pointed out that they play a crucial part in network security. Respondents
further indicated defending the network is a process that everyone should be a part of; thus, not
only security personnel should get involved in the process, but even end-users should share in the
responsibilities. Table 56 contains the Theme 6 responses for Interview Question 7.

Table 56

Interview Question 7, Theme 6 Responses: Enforcing Defense

Responses

Security should be the job of everyone and we should talk to them that training was part of the
process.

They play a crucial, crucial part in any network security.

| think their role is just as significant as an IT security engineers.

You know whose role is it to maintain security within an organization? Everyone.

Interview Question 7, Theme 7: Defense tasks. For Theme 7 of Interview Question 7,
25% of the respondents indicated that adding roles to defend the network is vital for employees
and their network security manager or system administrators as part of the strategy of defending

the network from back door intrusions. Furthermore, respondents identified that employees are
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the front line of defense. Additionally, respondents further indicated that everybody is
responsible for the security of the network. Table 57 contains the Theme 7 responses for
Interview Question 7.

Table 57

Interview Question 7, Theme 7 Responses: Defense Tasks

Responses

Security should be job of everyone.
They are your front line of defense really. They are the people who are combatting attacks and
do not even know it, so they play a crucial, crucial part in any network security.

Everybody here is responsible for our security.

Interview Question 8

The defense-in-depth strategy seems to be pretty widely accepted as the standard for

network security. What is your perspective on the effectiveness of this strategy?

Probe question - what would a different approach look like?

Aggregated data for Interview Question 8 yielded seven prominent themes: (a) weak
network sections, (b) network layers, (c) access points, (d) defense-in-depth, (e) network
segmentation, (f) internal network defense, and (g) strategic value. The number of responses of
each of the prominent themes or topics for Interview Question 8 is shown in Table 58. Defense-
in-depth mechanisms are practical and feasible, and the coordinated used of multiple security
layers protects the integrity of information assets of the organization and manages IT security

risks (Levillain, Gourdin, & Debar, 2015; Alexander, 2017).
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Table 58

Themes for Interview Question 8

Themes n
Weak network sections 6
Network layers 6
Access points 6
Defense-in-depth 4
Network segmentation 4
Internal network defense 2
Strategic value 2

Interview Question 8, Theme 1: Weak network sections. For Theme 1 of Interview
Question 8, 50% of the respondents indicated that adding many layers of security can make it
difficult for intrusions to occur. Participants stated that many layers of defense serve as a
deterrence method. Participants also thought and alleged that if a single layer gets breached, the
intrusion affects the network. Table 59 contains the Theme 1 responses for Interview Question 8.
Table 59

Interview Question 8, Theme 1 Responses: Weak Network Sections

Responses

We use a lot of different layers, but I am not going to talk about what we actually utilize.
Basically, any security system is going to have multiple layers, whether it is network or access or
anything like that.

It is effective because the more layers you create, the more problematic you make it for the
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attacker to access a system.

So my perspective when you have all these layers put in place with firewalls, File Allocation
Table (FAT) translations, Audit Command Language (ACLs) and network segments and then
on top of that you have load balancers that do all sorts of security and then on top you have
the monitoring with all sorts of alerts allowed to it with just layer after layer.

It just requires all of these layers to be in place, because if one of those single things gets
breached | do not want it to roll down.

You have to think of all these seven layers, how can | break in each layer? How can | prevent
those break ins? What vulnerabilities do we have on these layers, how can | secure each of

these layers?

Interview Question 8, Theme 2: Network layers. For Theme 2 of Interview Question
8, 50% of the respondents indicated that defense in depth must be applied not only to the exterior
of the network but the interior of the network as well including the small points where the system
is still vulnerable. According to the respondents, dividing and isolating the network is useful.
However, do not underestimate the access points where intrusions are most likely to occur;
therefore, the principle of defense-in-depth is still the de facto standard that network managers
and system administrator trust. Table 60 contains the Theme 2 responses for Interview Question
8.
Table 60

Interview Question 8, Theme 2 Responses: Network Layers

Responses

As | mentioned to you our area concentration is our businesses by dividing sub netting the
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network; they would isolate the possibility of risks.

Any security system is going to have multiple layers, whether it is network or access or anything
like that.

You need to have that layered approach. It is essential if you want to have any confidence in the
security of your network.

You have all these layers put in place with firewalls, File Allocation Table (FAT) translations,
Audit Command Language (ACLs) and network segments and then on top of that you have
load balancers that do all sorts of security.

Systems access control systems, anything that is really hooked up to our network and even some
things that are not; we have to have defense there at every single point. We do not just do the
crunchy exterior and the soft gooey interior we try to protect all points.

You cannot just look at your perimeter; you also have to look everywhere else in your network.

You also do not want to have all of your eggs in one basket per se.

Interview Question 8, Theme 3: Access points. For Theme 3 of Interview Question 8,
50% of the respondents indicated that accessing the network is critical where the defense-in-
depth strategy needs to be implemented. Respondents also pointed out that having multiple
layers of security is a primary function of network defense. Respondents further indicated that
one way to gain secure access to the network is via a virtual private network (VPN); thus, cloud
services as third party entities are another effective strategic approach used in IT departments.

Table 61 contains the Theme 3 responses for Interview Question 8.
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Table 51

Interview Question 8, Theme 3 Responses: Access Points

Responses

Any security system is going to have multiple layers, whether it is network or access or anything
like that.

Logically that is beneficial from the point of view if | am going to make a remote data attack
trying to gain access to a remote system.

Were it not for that layered approach, it could have been the files of everyone.

From training or protecting your devices that connect your end user devices to you know
protecting the server that the data that exists on the resources that the users are going to access
to protecting how the users access the resources like you need to have that layered approach it
is, it is essential if you want to have any confidence in the security of your network.

Cloud access security brokers and things like that really allow you, if you have a cloud service it
actually is a third party that you get your traffic sent to.

Specifically as an external VPN. Our users use the VPN, they get in so it must be accessible on
the outside but we do not allow anything else, so it gives us the nice, crunchy exterior that we,

we check the firmware all the time on the firewall to make sure there is nothing.

Interview Question 8, Theme 4: Defense-in-depth. For Theme 4 of Interview Question
8, 33% of the respondents indicated that the defense-in-depth method prevents breaches because
it protects every point that could be accessed. Furthermore, respondents identified that the
defense-in-depth strategy still prevails even under changing conditions where more sophisticated

types of attacks keep emerging. Additionally, respondents further indicated that the defense-in-
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depth method should be implemented at the level of the Open Systems Interconnection model
(OSI model). Table 62 contains the Theme 4 responses for Interview Question 8.
Table 62

Interview Question 8, Theme 4 Responses: Defense-in-Depth

Responses

Defense in depth should have been there as something that will prevent breaches at a higher level
than having just open source things out on the perimeter.

I mean it all kind of comes together. Still it is defense in depth us is that we have to assume that
our network as always breached. There is somebody always on our network and thus we must
protect every point that could be accessed.

You know that defense in depth strategy that you mentioned is very important; | think that really
is the standard. | know things change every single day but currently that is the strategy that we
follow here, and until | see something different, that is the one we will continue to use.

| think it is the best, I think it is the standard that everybody uses; I think it is a good one. And,
you know 1 think you have to think of, okay, all these seven layers, how can | break in each

layer?

Interview Question 8, Theme 5: Network segmentation. For Theme 5 of Interview
Question 8, 33% of the respondents indicated that security is needed at every segment of the
network. Respondents indicated that security must be divided into small sections of the network
in order to be effective. Furthermore, respondents indicated that backup solutions play a part of

the defense-in-depth method. Table 63 contains the Theme 5 responses for Interview Question 8.
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Table 63

Interview Question 8, Theme 5 Responses: Network Segmentation

Responses

The multiple layers are a good idea because it is multiple protection points.

Were it not for that layered approach, it could have been the file of everyone.

We have to assume that our network is always breached. We look at who is there is somebody
always on our network and thus we must protect every point that could be accessed.

You know all the way, like | mentioned before it from your end point protection from what is on
your PC, monitoring that PC to what is monitoring the traffic internal to your network that is

monitoring traffic coming and going.

Interview Question 8, Theme 6: Internal network defense. For Theme 6 of Interview
Question 8, 17% of the respondents indicated that the defense-in-depth strategy should be
implemented not only at the perimeter of the network but inside the network as well.
Respondents indicated that the strategy prevents breaches at higher levels of the network.
Respondents also stated the strategy is needed in all sections of the network to be more effective.
Table 64 contains the Theme 6 responses for Interview Question 8.

Table 64

Interview Question 8, Theme 6 Responses: Internal Network Defense

Responses

So defense in depth should have been there is something that will prevent breaches at a higher
level than having just open source things out on the perimeter.

So back to number eight um yeah so I, | believe in that strategy and I think I kind of spoke on it
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earlier that you do not want you cannot just look at your perimeter.

Interview Question 8, Theme 7: Strategic value. For Theme 7 of Interview Question 8,
17% of the respondents indicated that the defense-in-depth strategy is an effective strategy.
Respondents indicated that the defense-in-depth strategy is the standard that many companies
follow. Respondents also stated that this defense standard is the best option to secure the
network. Table 65 contains the Theme 7 responses for Interview Question 8.
Table 65

Interview Question 8, Theme 7 Responses: Strategic Value

Responses

| think that is where you know that defense in depth strategy that you mentioned is very
important | think that really is the standard.

| think it is the best, I think it is the standard that everybody uses; I think it is a good one.

Interview Question 9

What other points would you like to make that we did not address during the interview

that you think are key to an effective network security strategy?

Aggregated data for Interview Question 9 yielded seven prominent themes: (a) internet
security, (b) risk assessment team, (c) management, (d) ethical hacking, (e) administrative
policies, (f) cloud security, and (g) wireless security. The number of responses of each of the
prominent themes or topics for Interview Question 9 is shown in Table 66. Each of the indicated
themes represents additional points that network security managers or system administrators

commented as crucial areas for an effective network security strategy needed to protect the
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network from backdoor intrusions. Internet Security including Policy is a responsibility shared
by managers (Abrahams & Mbanaso, 2017).
Table 66

Themes for Interview Question 9

Themes n
Internet security 7
Risk assessment team 6
Management 4
Ethical hacking 4
Administrative policies 3
Cloud security 3
Wireless security 2

Interview Question 9, Theme 1: Internet security. For Theme 1 of Interview Question
9, 58% of the respondents indicated that an assessment on Internet or cloud services is key to an
effective network security strategy. Furthermore, respondents identified that there are security
gaps when combining different operating systems that need to work together in the same
network. Additionally, respondents further indicated that risk assessments must be conducted not
just internally but outside the network as well (from an outside source). Table 67 contains the
Theme 1 responses for Interview Question 9.
Table 67

Interview Question 9, Theme 1 Responses: Internet Security

Responses
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| think and research on back doors | think most of that is it is going to be national agencies doing
that, you know, like the NSA requires backdoors on internet service providers.

Whoever gets in that field has to constantly have their hands on the poles of networks primarily
the internet even do in the network you secure it all.

There is going to be vulnerability, someone is going to defeat that. But at the end of the day |
think the most important is going to be physical security.

| think what one strategy that | do not know why but you know it I find it often gets overlooked
is physical security.

And then encrypting data between those systems if it is applicable right, because some systems
like Linux or Window systems it is hard to get them to communicate on a higher level of
security where you know backwards compatibility to low security usually works great. A little
bit difficult to configure do, so I think that is a good one to put on there.

| think all organizations should conduct some level of a risk assessment of their systems and not
just, you can do it internally, I would recommend having someone external come look at it.

The only thing that I think we did not touch would be probably the cloud. Because that is the big

thing now, the cloud. Putting everything in the cloud.

Interview Question 9, Theme 2: Risk assessment team. For Theme 2 of Interview
Question 9, 50% of the respondents indicated that having an outside company evaluating and
watching network activity is key to an active network security strategy. Respondents also pointed
out that those third-party personnel can provide a new perspective on how well or how poorly the

security in the network is operating. Respondents further indicated the use of virtual LANs and
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isolation of wireless network are valid strategies. Table 68 contains the Theme 2 responses for
Interview Question 9.
Table 68

Interview Question 9, Theme 2 Responses: Risk Assessment Team

Responses

It is good practice to use ethical hackers in order to test your network security.

Whoever gets in that field has to constantly have their hands on the poles of networks primarily
the internet even do in the network you secure it all.

Have virtual LANs and you have isolation between your wireless network.

That has nothing to do with getting through network security, making the software; script keys
nothing to do with it. That is just somebody they can see what you are doing.

You could put as much stuff as you want in network security, but if you have people that just
open the door for a burglar you pretty much have circumvented all of that.

Any organization is going to have some sort of risk when it comes to your network security. |
think it just shows you areas that you need to improve on and I think, you are constantly
improving; no one is going to be one hundred percent on top so | think by doing a risk
assessment it shows you where you are where you need to improve on but also shows you

where you are good at you know.

Interview Question 9, Theme 3: Management. For Theme 3 of Interview Question 9,
33% of the respondents indicated that an effort to discover backdoors from other nations
including tools available in the dark web is key to an active network security strategy.

Participants stated that managers must be involved in looking for different types of threats.
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Participants thought that understanding new threats can improve the procedures taken when
facing an intrusion. Table 69 contains the Theme 3 responses for Interview Question 9.
Table 69

Interview Question 9, Theme 3 Responses: Management

Responses

So any research in the back doors have to be like one nation discovering back doors that another
nation created or companies finding backdoors that nations created so that is not something |
have any information on.

Ok, now we go to the dark web. In the dark web you have exploits tools that are not published in
these other security applications that call the penetration testing tools.

But any other nation state out there right so but if you are not just looking at different types of
threats you got to look at the risk as a whole in different sections of it, right?

| think another thing that is pretty important is you want to be sure that the key managers in the
organization that are involved in any sort of emergency management or disaster recovery

understand the procedures you take when there is an intrusion.

Interview Question 9, Theme 4: Ethical hacking. For Theme 4 of Interview Question
9, 33% of the respondents indicated that having a security team to test their network is key to
having an effective network security strategy. Respondents indicated that spending money on
penetration testing teams can help determine if policies created to protect the network can be
breached. Respondents also stated that even someone without malicious intent can still breach

the network accidentally. Respondents also indicated that the administration level can implement

124



effective policies to help in improving the defensive strategy. Table 70 contains the Theme 4
responses for Interview Question 9.
Table 60

Interview Question 9, Theme 4 Responses: Ethical Hacking

Responses

That is probably the best money spent in cyber security is ethical hacking because you are
actually practically testing everything you created.

Somebody threw a couple USBs around and people would just grab it to see what is in it. You
know, maybe with the intention of finding their rightful owner to return it to them. But again,
those were proof that how easily people could be gullible and get hacked per se.

In the dark web you have exploits tools that are not published in these other security applications
that call the penetration testing tools.

For research, to me just looking at network, everything | hear says security strategies. On top of

that you are going to need to add administrative step strategies such as effective policies.

Interview Question 9, Theme 5: Administrative policies. For Theme 5 of Interview
Question 9, 25% of the respondents indicated that having effective administrative policies is key
to having an effective network security strategy. Respondents indicated that they need
emergency management and disaster recovery teams that understand backdoor intrusions.
Furthermore, respondents indicated that following compliance based on National Institute of
Standards and Technology NIST 800-53 and the Center for Internet Security (CIS) can improve
network security performance. Table 71 contains the Theme 5 responses for Interview Question

9.
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Table 71

Interview Question 9, Theme 5 Responses: Administrative Policies

Responses

The most effective way to manage cyber security is to have someone else test it for you.

On top of that you are going to need to add administrative step strategies such as effective
policies; you are going to need to make sure the people have standards that they follow which
would be some kind of compliance regulation of hardening or control such as National
Institute of Standards and Technology NIST 800-53 or some kind of Center of Internet
Security (CIS) controls or disks that have the strategic technology.

| think another thing is you want to be sure that effective managers in the organization that are
involved in any sort of emergency management or disaster recovery understand the

procedures you take when there is an intrusion.

Interview Question 9, Theme 6: Cloud security. For Theme 6 of Interview Question 9,
25% of the respondents indicated that physical security is key to having an effective network
security strategy. Respondents indicated that they trust third-party security cloud services even
though nothing is secured one hundred percent. Respondents also stated that physical security
should not be overlooked. Table 72 contains the Theme 6 responses for Interview Question 9.
Table 72

Interview Question 9, Theme 6 Response: Cloud Security

Responses

| think what one strategy that | find often gets overlooked is physical security.

So but what if they have a breach, okay, somebody breaks into their cloud? So now I have to
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trust all of them but they got a good strategy and they have a better security than me. But you
know what, nothing is a hundred percent secure.

At the end of the day, the physical security cannot be overlooked.

Interview Question 9, Theme 7: Wireless security. For Theme 7 of Interview Question
9, 17% of the respondents indicated that vulnerabilities on wireless access networks need to be
addressed as part of an effective network security strategy. According to the respondents,
separating the primary wireless network from the guest network improves security. There are
still security gaps, however, in wireless access points, presenting vulnerabilities and affecting the
performance of the network in IT departments. Table 73 contains the Theme 7 responses for
Interview Question 9.
Table 73

Interview Question 9, Theme 7 Responses: Wireless Security

Responses

It is those points where it happens and there is a breach between two different parts. So that is
why | believe wholeheartedly having your wireless network separate from the rest of your
important information; especially the guest network. I am a big promoter of that one.

In the end again, wireless access points. You know things like this have a feature now that does
not allow peer to peer devices. Let us say that this is a wireless access point and this is a client

that wireless access points will not allow this client to peer to that client at all.
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Presentation and Discussion of Findings

Table 74 indicates all themes and topics emerging from twelve interviews; the first
column presents the theme and the second column indicate the number of responses per
participant indicated the frequency of reference related to interview question one to interview
question nine. The total of interview questions were nine (See Appendix B). The first column
indicates emerging themes generated from the answers of the twelve participants and the second
column is the frequency of reference for each theme related to the interview question using n as
the number of responses supporting each theme. Complete descriptions of the results of these
findings are discussed in Chapter 5.

Table 74

Themes and Topics Emerging from the 12 Interviews

Themes n

Frequency of reference for themes related to Interview Question 1

Protect data 4
Risk analysis 3
Recommend findings 3
Monitoring team 3
Internal message alerts 3
Log notifications 3
Third party services 2

Frequency of reference for themes related to Interview Question 2

Backdoor analysis 5

Brute force 5
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Backdoor detection

Phishing emails
Compartmentalized email gateways
Zero-day

Identifying backdoors

Frequency of reference for themes related to Interview Question 3

Executive
Organizational
Information technology
Client

Financial

Staffing

Leadership

Frequency of reference for themes related to Interview Question 4

Notify upper management
Systems update
Collecting evidence
Isolate devices

Backdoor issue

Firmware

Frequency of reference for themes related to Interview Question 5

Educate and share

Investigate network sections
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Disabling traffic

Counter intrusion service
Isolate software

Identify anomalies

Stopping traffic

Frequency of reference for themes related to Interview Question 6

Certifications
Awareness
Expertise
Culture
Teamwork
Weakest link

Network protocol analysis

Frequency of reference for themes related to Interview Question 7

Dynamic awareness
Understanding defense
Network security
Understanding threats
Human factor
Enforcing defense

Defense tasks

Frequency of reference for themes related to Interview Question 8

Weak network sections
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Network layers 6

Access points 6
Defense-in-depth 4
Network segmentation 4
Internal network defense 2
Strategic value 2

Frequency of reference for themes related to Interview Question 9

Internet security 7
Risk assessment team 6
Management 4
Ethical hacking 4
Administrative policies 3
Cloud security 3
Wireless security 2
Cumulative number of responses 241

Table 75 contains the aggregated theme data from all nine interview questions. Once the
data was analyzed, the categories of major themes and prominent topics were created. The major
themes category contains the ideas which were very popular among interview participants. The
prominent topics, while less popular, are still significant. The four major themes were (a) human
factor, (b) defense-in-depth strategies, (c) backdoor detection techniques, and (d) network
monitoring strategies. The three prominent topics were (a) involvement of management, (b)

effective administrative policies, and (c) ethical hacking services. The major themes and
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prominent topics that emerged from the data suggested these are strategies that should be
implemented by network security managers to protect their network. The findings are directly
related to the current literature used for researching strategies to protect networks from backdoor
intrusions.

Table 75

Major Themes and Prominent Topics of Research Data

Major Themes and Prominent Topics

Major Themes
Human factor 79
Defense-in-depth strategies 30
Backdoor detection techniques 22
Network monitoring strategies 21

Prominent Topics

Involvement of management 4

Effective administrative policies 3

Ethical hacking services 4
Total of Major Themes and Prominent Topics 163

The original transcripts were verified by interviewed participants to ensure the validity of
the raw data. Data saturation was reached after the twelfth interview. The researcher conducted a
thorough review of the raw data and then began coding by looking for themes, patterns, and
experiences. One transcript had to be translated due to a language preference from the

participant. Once the data was coded, and saturation was reached, the data were analyzed to look
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for major themes and prominent topics. The data was analyzed a second time ensuring a
thorough and unbiased assessment had been achieved. From the unbiased assessment of data,
four major themes and three prominent topics emerged from the responses of each participant
providing a clear understanding of the phenomenon. The participants answered each of the nine
interview questions resulting in a compilation of four major themes as well as three prominent
topics.

These findings indicate that many strategies are needed to be implemented
simultaneously to protect networks from backdoor intrusions. Backdoor intrusions are a complex
problem due to their stealth nature embedded into circuits of network devices. The responses
show that despite the complexity of backdoor intrusions there are many strategies that still can be
implemented. Additionally, the major themes and prominent topics support the findings.
Network managers face a challenge, and they need all the help they can get during their daily
network operations. The literature correlates with the responses of each participant and supports
the findings in this study.

Summary of Chapter Four

Chapter 4 included the findings and analysis of the data collected from the participants.
The analysis resulted in four major themes and three prominent topics emerging from the
aggregated theme data and the nine interview questions. Chapter 5 presents interpretations from
the results found in chapter 4. Recommendations and future research also are included in chapter

5.

133



CHAPTER FIVE

The problem addressed in the study was the strategies network security managers need to
protect their networks from backdoor intrusions. The purpose of this qualitative study was to
explore the strategies network security managers need to protect their networks from backdoor
intrusions. The research design study selected was the qualitative methodology approach to
explore the views of research participants (Creswell, 2014). The first step was to select 12
participants that had experience in managing or administrating network security in IT
departments to explore the strategies needed to protect networks from backdoor intrusions. The
investigator served as the instrument in the research study, and he focused on the process and
events to be studied using a digital audio recorder and took notes to record the events (Miles et
al., 2014). The second step was to collect the data through the process of interviewing the
participants. The investigator adapted to local conditions in order to accommodate the needs of
the management population while generating insights via open-end communication with
experienced network managers or systems administrators (Goodyear et al., 2014). The third step
was analyzing the data manually. Goodyear et al. (2014) declared that after data has been
collected, the analysis continues to evolve.

According to Simon and Goes (2013), limitations are permanent characteristics of
method and design and cannot be controlled by the investigator. The first limitation of this study
was the time constraint. The second limitation was not knowing how the business objective of
each organization affects the defense strategies against backdoor intrusions. Lastly, not knowing
how the budget of each IT department influences the defense strategies used by network security

managers was the third and final limitation.
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The investigator had an obligation to be mindful and respect the rights of the informants
(Creswell, 2014). It is ethical to ensure that the information collected is not disseminated
inappropriately (Gilbert, 2000). The Belmont Report provides guidelines for research on how to
treat human subjects (Goodyear et al., 2014); the report also outlines the importance of having a
signed informed consent form for each participant. Ethical assessments make sure information
found does not harm the interviewees (Miles et al., 2014). Willis, Jost, and Nilakanta (2007)
stated that ethical guidelines give participants the opportunity for them to provide informed
consent to the study. Finally, ethics prevent harm to human subjects or inappropriate behavior in
part of the investigator conducting the research work.

Chapter 5 includes the following sections: findings and conclusions, limitations of the
study, implications for practice, implications of the study and recommendations for future
studies, and, conclusion. The investigator interpreted conclusions comparing the literature review
in chapter 2, the analysis in chapter 4, and, the methodology in chapter 3 taking into
consideration the research question and problem statement to present the results of the research
in a coherent form.

Findings and Conclusions

According to Miles et al. (2014), member checking occurs when the participants are
asked to provide their judgment and their major findings to the researcher. For validity purposes,
member checking was used to verify credibility, transferability, accuracy, and validation in part
of all respondents. This section presents findings and conclusions derived from nine interview
questions used for the interviews.

The investigator compiled raw data generated from the following nine semi-structured

interview questions:
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From your perspective as a manager of network security, what do you regard as the most

effective network security monitoring strategies?

Probe question - Please share an example?
. What is your protocol for determining if an intrusion to the perimeter-based security into
the system has taken place? In other words, how do you know when you have a backdoor

intrusion?

Probe question - How you identify backdoor threats?
In your role as a network manager what has been the level of support for you and your
staff to be able to implement the most effective strategies?, for instance, through staffing

and funding?

Probe question - Could you elaborate on this a little?
. When it becomes clear that the network has experienced a backdoor intrusion, what is the

usual protocol or strategy that is employed to address the problem?

Probe question - Do you have an example you could share?
Could you please tell me as much as possible about the details of your experience
selecting appropriate countermeasures as an IT manager working in the area of network

security?

Probe question - How disruptions in the network are handled?
. How does having the “right” kinds of staff members impact your ability to carry out an

effective strategy for network protection?

Probe question - What is the key to this strategy working?
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7. What are your thoughts about the role of employees throughout the organization as part

of the strategy of defending your network from backdoor intrusions?

Probe question - What is your role in this process?
8. The defense-in-depth strategy seems to be pretty widely accepted as the standard for

network security. What is your perspective on the effectiveness of this strategy?

Probe question - What would a different approach looks like?
9. What other points would you like to make that we did not address during the interview

that you think are key to an effective network security strategy?

For interview question 1, the current literature identifies that intrusion detection is a
fundamental technique in the defense-in-depth framework (Wang et al., 2016). The requirements
to use monitoring tools effectively are a challenge because backdoor attacks are evolving
(Grzonka et al., 2015; Axon et al., 2016). After analyzing the data in Chapter 4, the investigator
found that information gathered from intrusion detection systems for both external and internal
parts of the network can still be used for risk analysis. Monitoring firewall devices against traffic
coming from the internet can be a strategy to use to protect data. An active monitoring alert
system dividing the alerts into categories should be easy to understand for personnel involved in
monitoring the system. The conclusion drawn from the answers given by 12 participants from
interview question 1 is that network monitoring tools help for risk analysis processes and the
results can be forwarded to upper management. Another point participants brought up is that
monitoring results can be used with the intent of protecting data and that there exists a need for a
team that is responsible for checking the results is necessary. In addition, third-party services can

provide monitoring message alerts and real-time log notifications providing information that
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could potentially help in the discovery of backdoor intrusions. The importance of this for
network managers is that the use of monitoring tools serves as a strategy needed to protect
network systems from intrusions.

For interview question 2, the current literature identifies that if a backdoor intrusion
penetrates the perimeter of the network, it is possible to bypass firewalls, intrusion detection
systems (IDS) and network address translation (NAT) layers of security (Cleghorn, 2013). After
analyzing the data in Chapter 4, the investigator found that detecting phishing emails at the
perimeter section of the network should be part of the protocol to determine if a backdoor
intrusion has taken place. The perimeter section should be separated from the network in order to
isolate phishing emails in a secured containment. The conclusion drawn from the answers given
by the participants for interview question 2 is the idea of detecting phishing emails at the
perimeter of the network and compartmentalized email gateways is an alternative to avoid
intrusions. Other tasks such as checking brute force at the perimeter and relying on end-users for
zero-day issues could be effective strategies. The importance for network managers is that by
doing checks at the perimeter, it is possible to avoid email threats carrying backdoors that could
be opened by the end user.

For interview question 3, the current literature identifies concerns about investing in
security software because hackers often use exploits for unknown vulnerabilities (Lam 2016);
and according to Langer et al. (2018), reactions towards novel technologies could detrimentally
affect staff members. After analyzing the data in Chapter 4, the investigator found that funding
support for IT departments is limited; this issue affects the implementation of effective strategies.
A fear was perceived regarding the understanding of the importance of staffing and funding.

Funding support for network security is low, affecting personnel performance when dealing with
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backdoor intrusions. The conclusion drawn from the answers given by the participants for
interview question 3 is that leadership is responsible for the support that can influence network
strategies. For instance, organizational support can help staff and support IT personnel. Although
staffing support is limited, the financial support depends on the business objective of the
organization. The meaning for network security managers is that communication is essential to
enforce cybersecurity not as an isolated task but as a team effort with the help of everyone in the
organization.

For interview question 4 the current literature identifies that active defense methods
using powerful active tools on network systems might mitigate backdoor intrusions (Miraglia &
Casenove, 2016). After analyzing the data in Chapter 4, the investigator found that collecting as
much evidence as possible related to backdoor intrusions is a strategy that can address the
problem. With the help of detection methods, personnel are able to see certain types of backdoor
intrusions. Another active approach is to keep upper management informed and call for meetings
to initiate an investigation and clarify backdoor issues. The conclusion drawn from the answers
given for interview question 4 is that collecting evidence is essential in order to defend the
network because backdoor intrusions are a serious issue. For example, firmware allows backdoor
intrusions to occur. Without notifying upper management about backdoor intrusion evidence
eventually will affect network operations. The importance for network managers is that knowing
and documenting evidence of possible backdoor attacks could serve as a good strategy to
enhance protocols for addressing the problem.

For interview question 5, the current literature identifies different countermeasure
techniques to offset backdoor intrusions such as intrusion prevention system (IPS), routing game,

checking the bi-directionality of a link, and neighbor authentication (Bouabdellah et al., 2018).
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After analyzing the data in Chapter 4, the investigator found that network traffic anomalies
should be identified prior to disabling the network in order to stop the traffic. Another
countermeasure is to use antivirus software to help identify backdoor intrusion signatures. The
conclusion drawn from the answers given by the participants for interview question 5 is that
there are several possible countermeasures to take against backdoor intrusions. The following
countermeasures suggested by the participants were: a) stopping and disabling network traffic in
order to avoid malware to spread and for the computer forensics team to analyze the intrusion, b)
using third-party services to allow time for IT departments to focus on other internal issues
related to network vulnerabilities, c) investigating specific sections of the network will tell
network managers what is going on in their networks to enhance counter measures, d) sharing of
knowledge will keep the communication link between employees to keep awareness present in
the work environment , e) isolating software will assist computer forensics in finding evidence to
have it ready for the court of law proceedings, f) staying quiet might deceived the attacker to
keep attacking and understand better their types of attacks, and finally, g) identifying traffic
anomalies provides information that can identify potential backdoor intrusions. The significance
for systems administrators is that these countermeasures offer strategic value to the IT
department.

For interview question 6, the current literature identifies that employees have the power
to resist phishing intrusions contributed by enforcing policies as part of the culture of the
organization (Rocha Flores et al., 2015). After analyzing the data in Chapter 4, the investigator
found that staff members who comply with policies and procedures can positively impact the
vision of the organization. Organizations trust employees that have professional security

certifications and are willing to learn. The culture mentality of the IT department impacts the
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ability of the organization to employ effective strategies. The conclusion drawn from the answers
given by the participants for interview question 6 is that having proper qualified staff members
promotes the following: a) staff security awareness, b) company rules and needs, c) staff
willingness to adjust to the work culture, d) staff certifications, e) staff expertise in their field,
and f) teamwork. What this means for network security managers is that having the right kind of
staff members is an essential strategy for IT departments.

For interview question 7, the current literature identifies that it is essential to understand
human behavior and technology interaction for practicing and studying information systems
within the information assurance field (Saunders et al., 2017). After analyzing the data in
Chapter 4, the investigator found that understanding what threats are can shape the role of
employees and the way they behave. The behavior of employees, network managers, systems
administrators, and upper management plays a role in the network defense process. The
conclusion drawn from the answers given for interview question 7 is the following roles can be
adapted by personnel as another strategy to defend the network: a) understanding how cyber
threats affects the organization, and b) adding defense role tasks such as identifying phishing
email or not opening web pages that does not have to do with the daily business of the
organization. The importance of this for network managers is that assigning roles to employees
that have to do with defending the network can serve as a dynamic strategy against backdoor
intrusions.

For interview question 8, the current literature identifies that business and government
entities often use defense-in-depth information assurance measures to strategically manage and
plan for IT security risks (Alexander 2017). After analyzing the data in Chapter 4, the

investigator found that having many layers of defense serves as a deterrence method contrary to
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Cleghorn (2013) that adding many security technologies causes to the network more problems
than solutions. In addition isolating and segmenting the network are effective strategies. In
addition, the defense-in-depth strategy should be implemented at the level of the Open Systems
Interconnection model (OSI model) where IT departments connect to the internet world. Even
though stealth backdoors still penetrating networks, the conclusion drawn from the answers
given by the participants for interview question 8 is that defense-in-depth serves of strategic
importance and must be enforced in many levels of the network. The strategy could be applied to
weak sections of the network, within layers of the computer systems and at every wireless access
point. The significance for systems administrators is that meticulously applying defense-in-depth
principles in different sections of the network brings strategic value against backdoor intrusions.
For interview question 9, the current literature identifies that organizations use different
modern operating systems leading to errors when enforcing stable mandatory access control
(Amthor, 2015). After analyzing the data in Chapter 4, the investigator found that indeed there
are security errors when combining different operating systems used in the IT department. For
example, using encrypting data between Windows machines and Linux environments causes
communication problems between the operating systems. The conclusion drawn from the
answers for interview question 9 brought up additional strategic ideas for defending the network
from intrusions. For instance, the involvement of management, wireless network security,
Internet, operating systems and physical security, effective administration, use of risk assessment
teams, the use of ethical hacking services and the application of cybersecurity at the cloud level
must all be taken into consideration as ideas for network defense strategies. What this means for

network security managers is that there are many strategic functions that can help to secure the
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network and they can be personalized depending on the business objective of the parent
organization.
Major Theme 1: Human Factor

The major theme of human factor was voiced by 100% of the participants. For instance,
network security managers must play a part in the decision-making process to support IT
network security (Fielder et al., 2016; Green et al., 2015). IT staff must understand security
procedures and policies during real-time operations as an effective protection strategy (Safa et
al., 2015; Ghai et al., 2015). The organization must not underestimate the behavior and feelings
of employees as a vital human factor within information security (Chen et al., 2014; Bucak,
2016). Also, network managers need support from upper management as well as their
employees. Personnel need to play security roles to protect the networks, and well-trained staff
can help network managers secure network operations. The investigator noticed during the
interviews that participants verbalized the need for involvement of people to support the IT
department and parent organization. Network managers working together with their employees
and upper management can help strengthen strategies needed to protect the network from
backdoor intrusions. Respondents mentioned the need of having employees that speak up if
something is wrong and that care having the network environment secure and providing
employees with knowledge to protect network against phishing email. Another example of
human factor is when business executives heard about news related to cybersecurity intrusions
resulting to review their security strategies on IT departments.
Major Theme 2: Defense-in-Depth Strategies

The major theme of defense-in-depth strategies was voiced by 83% of the participants.

Respondents agree that adding security layers is essential in network defense. According to
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Levillain et al., (2015), multiple security layers protect information and manages IT risks.
Alexander (2017) stated defense-in-depth approaches are effective. Participants recommended
the use of third party services to test traffic safety before allowing it on the network working
environment. However, the investigator found many gaps based on the responses. Number one
was gaps between layers in the network; number two was gaps in weak network sections such as
wireless access points; and number three was a gap inside the IT network itself where backdoor
intrusions manage to infiltrate in many forms. For example, phishing emails can reach the end-
user, and if opened the backdoor intrusion will succeed. Respondents stated to follow a mesh
topology network and not put the network in one location because once breach you can lose
everything. Without layered security one breach can destroy the whole network. Participants
mentioned that defense-in-depth is the standard until advancements of artificial intelligence
might offer better defense alternatives. Participants declared that defense-in-depth should be
applied outside the network to prevent breaches with the implementation of two-factor
authentication in order to protect every point that could be accessed.
Major Theme 3: Backdoor Detection Techniques

The major theme of backdoor detection techniques was voiced by 100% of the
participants. Participants were aware of backdoor intrusions and they rely on tools they have
available to detect them. For example, the use of firewall devices, intrusion detection systems
and the use of systems logs. However, backdoors are hard to detect because, in the case of
Distributed Denial Of Service attack (DDoS), the intrusions have been executed prior to reaching
the perimeter of the target network (Harasta, 2014 ; Kotenko & Ulanov, 2014). Passive defense
strategies are not efficient regarding backdoor intrusions; for example, malware generating PDF

files enable attackers to read private data (Goldman et al., 2015; Xingguo et al., 2016). Backdoor
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detection techniques deserve careful attention due to the stealth nature of backdoor intrusions.
For instance, opening a file that looks like a PDF file can trigger an executable code to open a
Trojan Horse backdoor and the only technique to defuse this situation is to alert the user if the
PDF file has anomalies before the end-user opens the file. Identifying backdoor threats and what
protocols are used to address the backdoor intrusion problem is not easy to determine; especially
for those backdoor intrusions that are stealth in nature and impossible to detect due to the code
being embedded deep in the binary level of the components of the network itself.
Major Theme 4: Network Monitoring Strategies

The major theme of network monitoring strategies was voiced by 75% of the participants.
Respondents stated the importance of using intrusion detection systems to look for anomalies.
Now, network monitoring tools have their own particular weaknesses. For example, scheduling
processes that occur while operating systems are running in the network are difficult to monitor
because backdoor vectors are evolving (Grzonka et al., 2015; Axon et al., 2016). The best
network managers can do is to use the tools that they choose to achieve desirable results. In
addition, participants point out that system logs need more analysis as well as the need for
automated checks in order to see clear trends that can point to behaviors related to backdoor
intrusions. Respondents stated to have intrusion detection systems monitoring traffic coming in
the network and use third party monitoring services to do the risk analysis and provide
recommendations based on findings. In addition, monitoring the end-user provides information
related to intrusions that might be trigger by users. Another area of monitoring is to look at
firewalls which most of the viruses are coming from accessing the internet. The use of active live
monitoring can be used to continuously test policies or locking events to look for patterns and

behaviors related to backdoor intrusions.
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Prominent Topic 1: Involvement of Management

The prominent topic of involvement of management was voiced by 33% of the
participants. Respondents indicated that an effort to discover backdoors from other nations
including tools available on the dark web is key to an effective network security strategy.
Participants stated that managers must be involved in looking for different types of threats.
Participants thought that understanding new threats can improve the procedures taken when
facing an intrusion. Network managers point out to make sure that key leaders in the
organization are involved in any sort of emergency management and disaster recovery planning
and have a good relationship with managers. Furthermore, IT personnel must look for different
types of threats. Participants mentioned the need of leaders to specify budget in security. Upper
management need to understand what backdoor intrusions are in order for them to consider
reviewing network security protocol steps and enhance strategies to protect their data.
Prominent Topic 2: Effective Administrative Policies

The prominent topic of effective administrative policy was voiced by 25% of the
respondents. Participants indicated that having effective administrative policies is key to having
an effective network security strategy. Respondents indicated that they need emergency
management and disaster recovery teams that understand backdoor intrusions. Furthermore,
respondents indicated that following compliance based on National Institute of Standards and
Technology NIST 800-53 and the Center for Internet Security (CIS) can improve network
security performance. Well defined policies and procedures is probably the fundamental building
block to protect data and have process documented. Participants recommend frequent policy tests
at least monthly to verify if policies are doing what they are supposed to do. Also, policies need

the support of leadership to provide proper technologies for adequate functioning. For example,
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have policies related with clicking emails for employee performance evaluation purposes and
define policies regarding proper use of networks.
Prominent Topic 3: Ethical Hacking Services

The prominent topic regarding the use of ethical hacking services was voiced by 33% of
the respondents. Participants indicated that having a security team to test their network positively
impacts the network security strategy. Respondents also indicated that spending money on
penetration testing teams can help determine if policies created to protect the network can be
breached. Respondents stated that even someone without malicious intent can still breach the
network accidentally. Participants also indicated that the administration level could implement
effective policies to help in improving the defensive strategy. Penetration testing teams can
influence strategies that can positively impact network security protocols. According to
respondents there are free penetration testing services help to see get a vantage point of the
network. At least annual penetration tests were recommended by participants because it shows a
different perspective to view network vulnerabilities in a different way and use such findings to
have an advantage from the strategic point of view.

Limitations of the Study

The study had three limitations. The first limitation was participants were from only one
geographic area and business climate. The second limitation was that the investigator did not
obtain data on the business objective of each IT department parental organization that might
constrain the strategies needed against backdoor intrusions. Finally, limitation three was not
being aware that the budget of each IT department may cause an impact on the research results.

Additional limitations emerged during the data collection process. The investigator did
not have specific experience as a network security manager or systems administrator and was

forced to rely on what was learned on the basis of the literature review. The conceptual
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framework relied on the defense-in-depth strategy and added other concepts that the investigator
thinks are important to help protect networks from backdoor intrusions.

The investigator had four key assumptions. The first was that the defense-in-depth
strategy helps network managers assure the system works safely. The second assumption was
that IT managers or administrators are required to work on issues if expected results are not
delivered. The third assumption was that IT departments are well financed, and the fourth that
staff members had mandatory training as part of their job. The investigator learned that defense-
in-depth serves as an important strategy that makes difficult to hackers entering the network and
works as a well deterrent method. IT departments count on their members to solved security
issues in real-time and communication is essential in the process of managing risks. The
investigator did not learn much about the relationship between budget allowing IT departments
to protect their environment and definitely training sessions are conducted in a regular basis.

This study also had two delimitations; first delimitation was the time constraint allowing
up to an hour for each of the interviews. The second delimitation was the geographical area
selected can affect the findings due to data being restricted in one location. During the execution
of the study, the investigator found that the data collection process took about 12 weeks. The
investigator prioritized a considerable amount of time concentrating on finishing the data
collection process before proceeding to analyze the data. The investigator interviewed a total of
12 participants.

Implications for Practice

The problem addressed in the study was the strategies network security managers need to
protect their networks from backdoor intrusions. The results of the study are relevant for IT
network managers and systems administrators or other practitioners in the field of cybersecurity

and information assurance. According to Bou-Harb et al. (2014), current network detection
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strategies still have serious challenges due to cyber scanning campaigns that render current
detection techniques impractical.
Recommendation 1

This recommendation is for professionals involved in managing or administrating IT
departments and for cybersecurity and information assurance practitioners. People are the key
factor that can make a difference in securing networks from intrusions. Investing in resources to
support information systems security can be a complex task. Executive support buy-in is needed
for IT support. In addition, help from developers and systems engineers enhances the strategy of
securing the network from backdoor intrusions. Proper training for all organizational staff plays a
crucial part in network security.
Recommendation 2

The defense-in-depth strategy has strong and weak layers of security. From accessing the
network to having layers of protection on firewalls and the File Allocation Table (FAT) with the
purpose of deterrence are some examples of finding weak and strong areas in locations where
backdoor intrusions could penetrate. Attention must be paid not only to the exterior section of the
network but the interior level as well, especially in critical points of the network where traffic is
entering the system. Another point that might interest practitioners is the prevention of breaches
at the upper level in the demilitarized zone of the network including every point that could be
accessed.
Recommendation 3

Another attribute of backdoors is that manufacturer implant hardware and software that
results in accessing network systems without permission. This access in the wrong hands could

potentially damage networks. Since IT departments need more help in preventing backdoor
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intrusions, the analysis of backdoors by software and hardware experts could bring ideas to
develop methods beneficial for network managers or systems administrators in their IT
departments. Backdoors are hard to detect, but the use of firewalls that can send alerts by text or
email messages may provide some help to personnel involved in the information technology
business. Since backdoors are tough to defend against, it is essential to use the best tools
available, keep upper management informed, spread the word to law enforcement organizations
and avoid ignoring the backdoor problem.
Recommendation 4

It is crucial to use intrusion prevention and detection systems to monitor traffic coming
into the network. In addition, using third-party services to do the risk analysis improved defense
strategies used to secure the systems. Analyzing monitoring findings and providing
recommendations to the proper authorities can provide vital information. There is a need to have
a reliable external monitoring alert system that can provide comprehensive reports that need to
be easy to read. Network managers and system administrators suggested the systems logs need
more analysis as well as a need for automated checks in order to see clear trends that can point
out behaviors.

Implications of Study and Recommendations for Future Research

The future step to provide continuity of this study is to research IT budget and the effects
the budget has in network security strategies. In order to conduct future research on this topic the
investigator would need to have access to upper management and their IT department. The use of
a qualitative method with a case study approach might be appropriate. (Fagnan et al., 2018)
stated that practices for large-scale businesses require quality improvement transformation

initiatives, but they can be difficult and costly.
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Another step to compliment this study is to conduct a qualitative study in order to
investigate gaps between information technology departments and the business objective of the
IT parent organization. For instance, research on business informatics is recommended because
IT departments affect parent business organizations with its network security issues. This
recommendation might bring strategic network security knowledge that could be beneficial for
organizations and their IT departments. Business informatics is a combination of business studies
and information science (Paul, Bhuimali, Aithal, & Bhowmick 2018).

Finally, another step to continue contributing to the body of knowledge following this
study is to do a quantitative study to analyze systems logs, hidden parameters, exposed
configuration data or other types of backdoors affecting networks. The investigator may set up a
self-contained laboratory representing a network, and perhaps using a series of virtual
environments with different operating systems. This idea might offer a closer look at how
backdoor intrusions behave. Lei, Yang, Ma, Sun, Zhou, and Ma (2018) proposed an improved
vulnerability scoring method for home internets.

Conclusion

The importance of this study emphasizes that strategies employed to protect networks
from backdoor intrusions need improvement and clarification. Returning to the question posed at
the beginning of this study," what are the strategies network security managers need to protect
their networks from backdoor intrusions?", it is now possible to state that the strategies are
complex, dynamic in nature and that challenges are still present. The level of support the
organization has to offer concerning whether or not the organization can afford adequate staff
and funding to provide resources and services from third-party vendors is an essential component

of strategic value. The role of each staff member is interconnected with effective strategies.
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Human involvement in securing network operations is a challenge. The need of sharing
responsibilities is necessary to offset the shortage of cybersecurity support. For example
delegating responsibilities to employees might be an alternate method of sharing tasks to
enhance network security strategies. The organization can benefit from adding up the latest
security updates against backdoor intrusions. Backdoor intrusions attack in multiple directions,
from the first line in defense to different parts of the network including devices and software.
The study set out to explore the influence of network managers or systems administration in
dealing with backdoor intrusions. Their experience is connected with themes found by the
investigator such as the use of consulting services, antivirus software, systems logs analysis,
systems back up, firewall devices and reporting forensic evidence to legal authorities as some of
the strategies that help deter backdoor intrusions. These themes suggests ways connected to
understand how backdoor intrusions behave and how we can implement strategies to defend
against such threats.

The study has examined the relationship between these strategies and the impact they
have on IT departments and their parent organizations. This study has raised important questions
about the stealth nature of backdoor intrusions and their effects on the strategies needed to deter
such attacks. For example, comprehensive alerts and transmission control protocol (TCP) reports
can provide internal network information on what is happening inside IT department systems
where network security managers can have a better understanding of the importance of
defending the network from backdoor intrusions.

The insights gained from this study may be of assistance to network managers, systems
administrators, and their upper management. This is the first study to report an association

between backdoor intrusions and strategies used by IT departments to help not only the parent
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organization but to attempt to discover different strategic approaches that could be beneficial for
IT departments. The study was important for furthering our understanding of the role of network
security managers and systems administrators and the strategic value they can offer.

Although the findings should be interpreted with caution, this study has several strengths.
Participants shared their experience in order to provide their point of view in exploring the
relationship between backdoor intrusions and network defense. This study intended to bring
awareness to the organization regarding the importance of enhancing security strategies in IT
departments from backdoor intrusions.

Below is a summary of the major findings:

Human Factor

Managers play a key role in cybersecurity investment decisions with regards to allocating
funds and resources for cybersecurity. Support from technical experts can address upgrades and
security needs for the organization. For example, investing in cyber insurance could potentially
provide another strategy option to protect networks from backdoor intrusions that could damage
IT devices (Fielder et al., 2016; Green et al., 2015). Support from enforcement components and
firms may reduce data breaches in organizations (Safa et al., 2015). Bucak (2016) stated that
management commonly does not listen to employees but rather commands them, enabling
insider threats. For instance, a backdoor intrusion may be initiated by disgruntled employees
inserting USB devices that contain malware into the computers. Also, intrusion detection
systems can be used to detect anomalies and offer another different strategic approach against
backdoor intrusions.

Defense-in-Depth Strategies
Defense-in-depth is a strategy with multiple methodologies that can fit the needs of the

organization. Keeping an active approach decreases the risk of networks being harmed from
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threats that are continually evolving. Among many examples, a strategy called masking
techniques could be used as a defense-in-depth countermeasure. This approach can be applied to
Hyper Text Transfer Protocol Secure (HTTPS) applications (Levillain et al., 2015). The
argument on this study is defense-in-depth strategy presents vulnerabilities, for instance, end-
users accessing unauthorized internet sites at the workplace enable backdoor intrusions. Despite
its weaknesses, defense-in-depth is still the de-facto standard in the cybersecurity and
information assurance field. Disabling the section of the network being attack by shutting down
the system is a way to counteract backdoor intrusions. Adding security layers, using third-party
services, and using two-factor authentication adds an additional layer of defense and protection.
Identifying events, signatures, IP address and ports and stopping the traffic can add strategic
value to deter backdoor intrusions.

Backdoor Detection Techniques

The use of email opens opportunities for compromising the network. The end-user plays
a critical role in detecting this backdoor intrusion approach. The best technique for deterring the
fake email that can damage the machine is to simply not open it. Another possible technique to
detect backdoor intrusions is the process of archiving evidence at the perimeter of the network in
order to stop and prevent intrusions. Another strategy called mimic defense technology has been
already put into practice in routers and web servers deterring and decreasing the backdoor threat.
In terms of detecting stealth backdoors, the investigator did not find any indication of possible
strategies either because more research is needed or because stealth backdoors are impossible to
detect. Finally, systems backups offer a solution to minimize the risk from backdoor intrusions in
the case where the system is backed up prior to use.

Law enforcement agencies and intelligence services require backdoors to ease their

investigations, but this can lead to cyber insecurities. This issue might require new backdoor
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detection techniques or the involvement of qualified personnel to rethink new cybersecurity
policies in order to protect networks from backdoor intrusions (Harasta, 2014). On the other
hand, DDOS attacks are hard to detect and become more complex affecting the defense of the
network. Goldman et al. (2015) presented an active approach that has the likelihood of accurate
detection helping systems administrators or network security managers reduce the effect of
having too many false warnings which may aid in detecting "zero-day" attacks, but it is not clear
how this method detects backdoor intrusions. Xingguo et al. (2016) proposed a strategy to help
solve the backdoor intrusion issue.

Network Monitoring Strategies

Grzonka et al. (2015) presented a strategy that monitors the schedule executions for cloud
and grid computing that could be beneficial for IT managers to adopt. Axon et al. (2016)
proposed another monitoring strategy using a method called "sonification™ that may improve
current monitoring capabilities. The use of monitoring software in IT departments could enhance
detection of backdoor intrusions, and reporting the results to legal authorities provides
opportunities for researchers to explore such evidence. Network security managers may consider
learning about the latest automation scanning systems and firewall technologies and apply these
strategies to their internal section of the network in order to record and study traffic behavior. In
addition, conducting risk analysis is another strategy available to help understand how backdoor
intrusions behave; also the process of isolating suspicious events, messages, and infected files

prevent some backdoor intrusions from spreading within the system.
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APPENDIX A

Informed Consent

wlmﬁdu I
Technica
.‘t\\ University.
Title of Study: EXPLORING THE STRATEGIES NETWORK SECURITY
MANAGERS NEED TO PROTECT THEIR NETWORKS FROM BACKDOOR INTRUSIONS

Investigator: Luis Rivera-Lopez

Contact Number: (786) 877-2289

Purpose of the Study

You are invited to participate in a research study. The purpose of this study is to explore
the strategies network security managers need to protect their networks from backdoor
intrusions.

Participants

You are being asked to participate in the study because your experience in network
security strategies can add new perspectives and knowledge to the field of cybersecurity and
information assurance. Your insights with respect to the research question are critical to enhance
cybersecurity strategies needed in IT departments and help the parent business.

Procedures

If you volunteer to participate in this study, you will be asked to do the following: agree
to make arrangements for an appointment for a face-to-face meeting and interview to review and
sign the consent form and answer the interview questions. The process will take no more than an
hour. An audio recorder will be used during the interview and some notes will also be taken.
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Benefits of Participation

There may/may not be direct benefits to you as a participant in this study. However, we
hope to learn from your knowledge and experience strategies network security managers need to
protect their network from backdoor intrusions for the advancement of the information assurance
and cybersecurity field.

Risks of Participation

There are risks involved in all research studies. This study is estimated to involve
minimal risk. An example of this risk is feeling uncomfortable answering questions about your
organization.

Cost/Compensation

This will be no financial cost to you to participate in this study. The study will take up to
an hour for the interview process at a location chosen by you and at your convenience. You will
not be compensated for your time. Colorado Technical University will not provide compensation
or free medical care for an unanticipated injury sustained as a result of participating in this
research study.

Contact Information

If you have any questions or concerns about the study, you may contact the investigator,

Luis Rivera-Lopez (786) 877-2289, luis.riveralopez4@student.ctuonline.edu or the research

supervisor, Dr. Debra Burrington (310) 592-0854, DBurrington@coloradotech.edu For

questions regarding the rights of research subjects, any complaints or comments regarding the
manner in which the study is being conducted, you may contact Colorado Technical University —
Doctoral Programs at 719-598-0200.

Voluntary Participation
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Your participation in this study is voluntary. You may refuse to participate in this study
or in any part of this study. You may withdraw at any time without prejudice. You are
encouraged to ask questions about this study at the beginning or at any time during the research
study.

Confidentiality

Data collected such as recorded audio mp3 files and scanned handwritten notes will be
stored in an encrypted flash drive using the Microsoft bitlocker function. Participants will not be
identified by name in inerview transcripts. The handwritten notes will be destroyed inmediately
after the study using an office schredder. The flash drive will be destroyed after the dissertation
has been approved no later than October 2018.

Participant Consent

| have read the above information and agree to participate in this study. I am at least 18

years of age. A copy of this form has been given to me.

Signature of Participant Date

Participant Name (Please Print)
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APPENDIX B

Interview Questions

Research question: What are the strategies network security managers need to protect
their networks from backdoor intrusions?

According to Miles et al., (2014), the research questions start working the conceptual
framework explaining better the theoretical assumptions. The research interview question will
test the knowledge of experienced IT managers and awareness of whether networks have been
compromised due to stealth cyber-attacks, thus causing the computer systems to become
vulnerable to backdoor intrusions.

Below are the interview questions for the purpose data collection process:

1. From your perspective as a manager of network security, what do you regard as the

most effective two to three strategies for protecting a computer network?

2. What is your protocol for determining if an intrusion into the system has taken place?
In other words, how do you know when you have an intruder?

3. Inyour role as a network manager what has been the level of support (for instance
through staffing and funding) for you and your staff to be able to implement the most
effective strategies?

4. When it becomes clear that the network has experienced a backdoor intrusion, what is
the usual protocol or strategy that is employed to address the problem? (Probes: Does
strategy vary depending upon the type of intrusion? In your experience what has been
the level of success in implementing a strategy for addressing backdoor intrusions?

How about a specific example?)
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. What are some of the biggest challenges you face as a network manager to ensure
necessary funding for security strategies is maintained over time?

How does having the “right” kinds of staff members impact your ability to carry out
an effective strategy for network protection?

. What are your thoughts about the role of employees throughout the organization as
part of the strategy of defending your network from backdoor intrusions?

. The defense-in-depth strategy seems to be pretty widely accepted as the standard for
network security. What is your perspective on the effectiveness of this strategy?
(Probe: What are your thoughts about whether networks could be defended more
effectively through a different strategy? What would a different approach look like?)
. What other points would you like to make that we did not address during the

interview that you think are key to an effective network security strategy?
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Interview Protocol

Make participants aware that the purpose of the study is to explore the strategies network
security managers need to protect their networks from backdoor intrusions.
. Assure participant confidentiality and have the participant sign the informed consent
agreement form. Ensure all participants are aware they can terminate the interview at any
time and for any reason.
. Address participant physical comfort concerns (lighting, room temperature, chair, and
ambient noise distraction, make water available.
Record the number of the subject on the top of the interview field notes.
Encourage participants to open up about their experiences.
Monitor participant body language to minimize influencing subject answers.
Precisely record participant responses and annotate any non-verbal responses.
. Audio record and assign a chronological number to each interview.
Ask interview questions in order and ask follow-on questions for clarification.

Interview and follow-on questions:

1. From your perspective as a manager of network security, what do you regard as the

most effective two to three strategies for protecting a computer network?

a. Follow-on question 1: From your perspective as a manager of network
security, what is the most effective approach to protecting a network?
b. Follow-on question 2: Please share an example?

c. Follow-on question 3: Are other departments besides IT involved?

2. What is your protocol for determining if an intrusion into the system has taken place?

In other words, how do you know when you have an intruder?
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a. Follow-on question 1: What steps are taken in your organization once an
intrusion has been detected?

b. Follow-on question 2: Could you provide a bit more detail, please

c. Follow-on question 3: How have you seen this approach in practice?

d. Follow-on question 4: From your perspective as a manager of network
security, what is the most effective approach to protecting a network?

3. Inyour role as a network manager what has been the level of support (for instance
through staffing and funding) for you and your staff to be able to implement the most
effective strategies?

a. Follow-on Probing question 1: In other words, has it been relatively easy to
get support for the strategies you feel are best? Or not so easy?

b. Follow-on question 2: What are some of the biggest challenges you face as a
network manager in obtaining necessary funding to maintain ongoing network
security?

c. Follow-on question 3: Are there tell-tale signs you can identify?

d. Follow-on question 4: Could you elaborate on this a little?

4. When it becomes clear that the network has experienced a backdoor intrusion, what is
the usual protocol or strategy that is employed to address the problem? (Probes: Does
strategy vary depending upon the type of intrusion? In your experience what has been
the level of success in implementing a strategy for addressing backdoor intrusions?
How about a specific example?)

a. Follow-on question 1: What is your assessment of whether security threats can

ever be completely eliminated as opposed to reduced?
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b. Follow-on question 2: How do you identify threats to the enterprise?
c. Follow-on question 3: Describe the process of selecting appropriate
countermeasures?
d. Follow-on question 4: Do you have an example you could share?
. What are some of the biggest challenges you face as a network manager to ensure
necessary funding for security strategies is maintained over time?
a. Follow-on question 1: What involvement do you have in hiring?
b. Follow-on question 2: What is your role in the training of new staff?
. How does having the “right” kinds of staff members impact your ability to carry out
an effective strategy for network protection?
a. Follow-on question 1: What difficulties, if any, do you have in ensuring you
have the most skilled network security staff you can find?
b. Follow-on question 2: How do you ensure that all employees in your
organization are security-minded?
c. Follow-on question 3: Could you clarify what you meanby  ?
d. Follow-on question 4: What is the key to this strategy working?
. What are your thoughts about the role of employees throughout the organization as
part of the strategy of defending your network from backdoor intrusions?
a. Follow-on question 1: What is your role in this process?
b. Follow-on question 2: What is an example of employees exhibiting a culture
of security-mindedness?
. The defense-in-depth strategy seems to be pretty widely accepted as the standard for

network security. What is your perspective on the effectiveness of this strategy?
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(Probe: What are your thoughts about whether networks could be defended more
effectively through a different strategy? What would a different approach look like?)

a. Follow-on question 1: Does your organization have a comprehensive security
strategy? If so, please describe it to me?

b. Follow-on question 2: In your experience, what are the benefits and risks of
using multiple layers of security tools for defending your network?

c. Follow-on question 3: Where your network is concerned, what is the level of
effectiveness of having multiple layers of security tools for defending your
network against backdoor intrusions?

d. Follow-on question 4: What is an example of a key benefit

e. Follow-on question 5: What is an example of a key risk?

9. What other points would you like to make that we did not address during the
interview that you think are key to an effective network security strategy?

a. Follow-on question 1: Could you clarify what you mean by ?

10. Thank each subject for his or her participation in the study at the end of the interview.
11. Inform participants that a transcript of their interview will be made available to them when
transcription is complete, and ensure participants understand they will have a final

opportunity to clarify or add to responses.(i.e. Can you tell me if this looks accurate to you?)
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APPENDIX C

Letter of Permission to Use Site - Records Template

13 May 2018

Dear Luis Rivera-Lopez

Based on my review of your intended research, | grant permission for you to conduct
your research entitled EXPLORING THE STRATEGIES NETWORK SECURITY
MANAGERS NEED TO PROTECT THEIR NETWORKS FROM BACKDOOR INTRUSIONS
within information technology departments within Volusia and Orange counties in the state of
Florida. I authorize you to perform recruitment, data collection, member checking, and other
necessary contact strategies to conduct the research. Individual participation will be voluntary
and at their own discretion.

| understand our organization has the responsibility to include you to follow regulations
and policies in accordance to the rules of the IRB board. We reserve the right to withdraw from
the study at any time if our circumstances change.

| confirm that | am authorized to approve the research specified above in IT departments
within the area of VVolusia and Orange counties and the research plan does not violate our
company policies.

| understand the collected data and/or records will remain strictly confidential and will

not be provided to anyone besides the student and his supervising faculty/committee members
without permission from Colorado Technical University Institutional Review Board.

Sincerely,

Authorizing Official Name, Title, and Signature

Contact Information
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